Wir digitalisieren Ihré Gesc

aftsprozesse

X4 Administration Guide

e SoftProject



X4 Administration Guide 2

The information in this document is subject to change without notice. SoftProject GmbH assumes no
responsibility for any errors that may appear in this document.

This document may not be copied, photocopied, reproduced, translated or converted to any
electronic or machine-readable form in whole or in part without prior written approval of SoftProject
GmbH.

Mentioned products are trademarks or registered trademarks of their respective owners.

Contact
SoftProject GmbH

Am Erlengraben 3
D-76275 Ettlingen - Germany

Website: www.softproject.de

Sales
Phone: +49 7243 56175-0

vertrieb@softproject.de

SoftProject Support
Phone: +49 7243 56175-333

support@softproject.de

Last updated: 03.09.2020


http://www.softproject.de
mailto:vertrieb@softproject.de
mailto:support@softproject.de

X4 Administration Guide

© SoftProject GmbH. All rights reserved.

Last updated: 03.09.2020



X4 Administration Guide 4

Table of Contents

1

1.1

1.2
1.2.1
1.2.1.1
1.2.1.2
1.2.1.3
1.2.2
1.2.2.1
1.2.2.2
1.2.2.3
1.2.3
1.2.3.1
1.2.3.2
1.2.3.3
1.2.3.4
1.2.4
1.2.4.1
1.2.4.2
1.2.4.3
1.2.4.4
1.2.4.5
1.2.5
1.2.6
1.3
1.3.1
1.3.2
1.4
1.4.1
1.4.2

X4 Suite Installation and Update .. ..ooeeeiieeeeiiiiceeee e 1
SYStEM REQUITEMENTS ittt e e e et e e e e e et e e e e eeabenn e as 1
Installing and Updating the X4 SerVer .....ooviiieiei i 13
Installation and Update on Windows SYyStemMS .....cccuvuiiieiiiiiiiieeeeeeiiee e 13
INSTAIIING X4 SBIVEI ...ttt e et e e et e e eaa e e eaaaaes 14
Updating an Existing Installation Versions 6.3.0 and Later..........coovviiiiinriiiiineennnnnn. 20
Updating an Existing Installation of the Versions 6.0.X, 6.1.0and 6.2.0..................... 20
Installation and Update on Ubuntu/Debian Linux Systems .....ccooovvviiiiiieeiiiiiiiineeeeenns 23
Installing X4 Server or Updating an Existing Installation.........cccoooiiiiiiiniiinnnnnnns. 23
CoNrolliNG SEIVICE XA=SEIVET ..ueiiiiee ettt e e e et e et eeeaan s 24
UNINSTalliNng SErVICE XA=SBIVEN ..uneiiiieeiiee ettt e e 25
Installation and Update on Red Hat Enterprise Linux Systems .........ccoeeeeiviiiiieeeennn. 25
INSTAIlING ThE X4 SEIVEL it e e 25
Updating an Existing INStallation ..o 26
Controlling the SErviCe XA=SeIVEr ... i it 27
Uninstalling the ServiCe XA=SEIVEr ...t 27
Installation and Update on SuSe LinuX SyStemsS.......cuueiiiiiiiiiiiiieeiiiiieeeeeee e 27
Installing X4 Server or Updating an Existing Installation.........cccoooiiiiiiiniiinnnnnnns. 27
Controlling the SErviCe XA=SeIVEr ... i i it 29
Updating an Existing Installation Version 6.1.0 or Later.........cccoovveiiiiiiiiiiniiiiineeeenn, 29
Updating an Existing Installation of the Versions 6.0.X ......ccooiiiiiiiiiiiiiiiiiiiieeeeenn, 30
Uninstalling the ServiCe XA=SEIVET ... vt 31
Installing the X4 Server iNn DOCKE ....uueiiiiiiieee e 31
Installing the X4 Server on other operating SySteMS ....covvviiiiiiiiieiiiiiieeeeee e 33
INSTAIING HCBNSES ittt e et e e e e e ettt e e e e e eeasaeeeeeeees 33
Updating an eXpired lICENSE ....ceiiiiiiiieee e e e e e e e eeaaanns 33
Installing Licenses at RUNTIMIE ... .ooiiiiiiiieeiee e 34
Installing, updating and uninstalling the X4 Designer .........cuueeeveiiiiiiiiieeeeiiiicee e 35
INSTAIING X4 DESIGNET et e ettt e e e e ettt e e e e e eeataeeeeeeasanaeeeaenes 35

] oTo =Y a aTo AN BT (o o 1= PSPPI 36



X4 Administration Guide 5

1.4.3
1.5
1.6

2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.1.4
2.1.2
2.1.2.1
2.1.2.2
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.1.4.4
2.1.4.5
2.1.4.6
2.1.5
2.1.6.1
2.1.6.2
2.1.6.3
2.1.5.4
2.1.5.5
2.1.6
2.1.7

UNINSTalliNG X4 DESIGNEI ..ttt e e e 37
Installation and Migration of the System Database and the X4DB ...........cccccoeeieiiii. 38
Installing the X4 Server on Windows SYSTEMS ....oviiiiiiiiiiiiiiiiiiiiieee e 41
X4 SUITE CONTIGUIATION eeiiiiiiiiiiiee e 43
ConfIgUIING the X4 SEIVEI....oci it e e 43
Startup script parameters and OpPtioNS ...ovvueeiiiie e 43
JAVA VM OPTIONS ettt e et e e e 43
JMX Server Configuration. .. ..o e 43
CUSTOM PlaCENOIAEIS ... e 44
Database Configuration ... ... i 44
Setting UP the Database ...... i 45
Setting up the Oracle Database ......coooeeiiiiiiii i 45
Configuration for MSSOL and PostgreSOL.......coovueeiiieeiiee e 48
Scheduling configuration (schedule.Xml) .....ccc.eeiiiieiiiiiiiii e 50
SCheduled BXECULION ...ttt e e e 50
Execute at the Server Startup ... e 51
=] 001 o] T PO PPPRT 51
Configuring via the X4Config.Xml ... e 52
IXSErV CONFIGUIATION ... et 52
SNMP CONFIGUIATION ... 53
Configuring the Placeholder Storage for X4 Server ..., 54
PDP Configuration @nd USQQE ......cceiiiiiiiieeieiiiie et 55
Configurations for X4 Activities ClasSSiC ...cuuuuie i, 56
LDAPS CoNfigUIratioN ...t et e e e e 59
Configuring the LOGQiNg .ooeeeeeiiiiiiiiiiie e e e e e e e e 59
Logging for the X4 Serverand for X4 BAM ... i 59
[ I N o oo o 1 o TSP UPPPPPPRR 61
N N e (=T o I=T o] o 1T aTo [T O UPPPPRRRP 62
Audit Trail for the User and Rights Management ..., 62
Ad Hoc Logging DUring RUNTIME ....eiii e 63
Configuring the production MOAE ........uuuuiiiiiiiiie e 64

Managing the X4 DesSigner ACCESS ..ceuuuui ittt eees 65



X4 Administration Guide B

2.1.7.1
2.1.7.2
2.1.7.3
2.1.8
2.1.8.1
2.1.8.2
2.1.8.3
2.1.9
2.1.9.1
2.1.9.2
2.1.9.3
2.1.9.4
2.1.9.5
2.1.10
2.2
2.2.1
2.2.2
2.2.3
2.2.4
2.2.5
2.2.6
2.2.7
2.2.8
2.2.9
3

3.1

3.2
3.3
3.3.1
3.3.2
3.3.2.1

Configuration file tEIACCESS.XMI..couuiiiiiiiiiee e 65
O == 410 o U ET=T S PO PPPPPPRTR 66
ENCrypting the PaSSWOI .. .coouuiiieieee et 67
Securing the X4 Control Center ACCESS ..ovuuniiiiiiieeiiie e e e e e 67
Creating a New User with Administrator Permissions .......ccccoueeeeiiiiiiiiiie e, 67
Changing the Demo Users' AcCess Data ........veieiiiiiiiiiiiiiiiiiee e, 68
Deactivating the DEMO USEIS ...t 68
Enabling SSL and HTTPS fOr X4 SEIVEI ... i 68
Securing the X4 Server per HTTPS/SSL ..ouu e 68
Securing the WildFly Management Console via HTTPS/SSL .....covvviiiiiiieiiiieecie 69
Deactivating HTTP Connection for WildFly .......ooe e 70
Creating a Self-signed Java CertifiCate .......cooeiiiiiiiiii i, 72
Configuring X4 Server for HTTPS ... e 72
Server configuration for X4 ACHIVITIES .u.eiiiu e 72
Configuring the X4 DESIGNET .cvuneiiie e e e e e e e e e e e aaan s 73
Editing the connection configuration ...........eeeiiii e 73
Configuring the Process Editor. ... e 74
Configuring the RUN/DebUg MOAE .....iiieieiiiie e 75
Configuring the Mapping Editor .....ue i 76
Managing templates for repository elements ... 77
Assigning file types to external or internal @ditors ..........ooeeiiiiiiiiee i 78
Configuring the WebD BrOWSEr ... i e 80
Configuring the USON EditOr ..uuuiiii e e e 80
Changing the Help LanQUage ... cccvueeiiieeeeeee e e e e e e e aa e 81
AdMINIStEriNG the X4 SEIVE ... et e e e e e e eaens 83
Updating the X4 Repository in production mode ..........cooevuiiiiiiiiiiiiiniiciiee e, 83
Controlled shutdown of the X4 Server (via JMX) .....oooovuviiiiiieeiiiiieee e 83
X4 Server administration via X4 Control Center ... 84
Logging in to X4 CoNtrol CeNTEI . .ciiie e e e 84
The X4 Control Center's INTErfaCe ..o 85
N Ao F= [ o OO UUPPUPUTRPUPPPPIN 86

B3, 2 i VI W ettt e 86



X4 Administration Guide 7

3.3.2.3 ACHION DN ettt e ettt e et e e eeaes 89
3.3, 2.4 DETAII VIBW ..t ettt e ettt e e e et e eeaees 89
3.3.3  MONITOIING ettt ettt e e e e e e e et e et 89
3.3.3.1 INSTANCE VIBW ettt e e e ettt e e e e e eaaneaeeeeees 89
3.3.3.2 ErrOrs @nd MESSAUES «..vuuuieiiiiiiie ettt ettt e et eeeeaa e aeaees 90
3.3.3.3 DASNDO@AIAS ... eeaas 92
33,34 PrOCESS VIBW ittt ettt e ettt e e e e ettt e e e e e eeta e e eeaees 93
3.3.3.5 Available Protocols within the Monitoring Interface ..., 94
S.8ht SBIVICES ittt ettt ettt e et e e ettt ettt s 94
3.3.5  USErManagement ...t 95
3.3.5.T USerManagemMENnT ...ttt eaaas 96
3.3.5.2 Group ManagEMIEBNT ..oouuiie ettt ettt e et e e et e eeeeae 102
3.3.5.3 ROIE MANAGEMENT....eiie et 104
3.3.5.4 Permission Management ....coouuu et 108
3.3.5.5 PaSSWOIrA POIICIES «.eiiiiieeeieiite ettt e ettt e e e e et e e e eeeees 110
3.83.8  SCNEAUIBT e ettt 112
3.3.6.1 Scheduler FUNCLIONS ... ettt eeeeeees 112
3.3.6.2 Scheduled Process EXECULION ... 113
3.3.7  AAMINISTIATION Lo e e e e ettt 122
3.3.7.1 CUSTOM PlaCENOIUEIS ...uueiieiee e et eeeeeees 123
3.3.8 X4 Web App Management . ..o 125
3.3.8.1 Loggingin to X4 Web App Management .....coouuiiiiiiiii e 125
3.3.8.2 Granting Access Rights to Users and USEer GroUPS ....covvveeeeiiieeieiiieeeeie e e 126
3.3.8.3 Editing ACCESS RIGNTS...uuiiiiiiiiie e 127
3.3.8.4 Removing ACCESS RIGNTS ..iiiii e 128
3.4 Providing Process LibDrarieS. ... 128
4 HIGh AVAITADTTITY ¢ eeeeeeeeeeee e e e et e 130
4.1 L0@d BAlANCING . ccettiiiiiiiiiiee ettt e e e e e 130
4.1.1  Scenario - Few Mainly Reading Database ACCESSES ....viiiiiiiiiiiiiiiiiiiieeeeeeeie e 130
4.1.1.1 Simple - Direct database @CCESS ..oviiriiiiiiieiiiiee e 131
4.1.1.2 Complex - Shared access via an X4 iNStanCe ......cccouvuiiieiiiiiiiiieeeeiie e 132

4.1.2 Scenario - Shares Access via Message QUEUE ......cocuuuuiieiiiiiiiiieeeeeeei e 133



X4 Administration Guide 8

4.2

4.2.1
4.2.2
4.3

4.3.1
4.3.2
4.3.3

5.1
5.2
5.3
5.4
55

o= 11 I 1V= S OO UPPPPOTUR PPN 133
Scenario - A Single Exclusive Database .......coooeiiiiiiiiiiiiiii e 134
Scenario - System Database per X4 Server.....ccoiiiiiiieeeieeeeecceeeee 135
Load Balancing via SCheAUIET ......coiiiii e 135
Scenario - Dedicated X4 Server for Scheduling.........ooooiiiiiiiiiii e, 136
Scenario - One Server Responsible for Scheduling ...........oooiiiiiiiiii e, 137
Scenario - External SCheduler ........ e 138
OPEratioN SCENAIIOS .. ittt ettt e e e et e e e e e eeaaanns 139
OPErating SCENAITO T...ue ettt e et e e e eeaeaaes 139
OPErating SCENAIO 2 ... e et e et e e e eeaaaans 139
OPErating SCENAIIO 3 ...ueeeiiiiiee ettt e e e e et e e e eeeees 140
OPErating SCENAITO & ..ttt e e e e eeaaaaes 141

OPErating SCENAITO & ..ttt e e e eeaaaaes 142



X4 Administration Guide 9

About the X4 Suite

Digitalization requires a holistic approach, which presupposes that also the used solution has to
reflect that. X4 Suite supports you as a central platform in solving these challenges. The focus is on
modeling, implementing and monitoring your business processes. Therefore, the X4 Suite contains all
necessary tools and is compatible with a variety of interfaces and formats. That helps to avoid
isolated information silos and media breaks that inhibit productivity, and accelerate digitization at the
same time.

Implementing business processes without programming effort enables a large number of users to
enter into the management of business processes. That's important, since employees of the
specialist department usually know best what is important in the respective business

processes. Therefore, you should rely on the X4 Suite as a platform whose tools reduce complexity to
such an extent that business processes can be analyzed, optimized, modeled, as well as controlled
and documented even without programming knowledge. All tools support integrated, graphical
process modeling and implementation and generate processes that are executed by the X4 Suite with
high performance.

1. X4 Designer: Modelling processes and rules graphically
2. X4 Server: Simulating and executing processes and rules
3. X4 Adapter: Integrating third-party systems into processes
4. X4 Activities: Providing web apps for employees and customers
5. X4 Control Center: Monitoring and managing all processes and apps
Digitization Plattform Connecting Third-Party
e e providers
[ sales |
£ »
|
: s &
M 3 (g) ¢ Yy
: L = Yo 3
vV a
Monitoring Integrating Users
=E
=
I Connecting
I
‘—D{z = ) V5] € ——)
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B — N
o ﬁ‘{z: =—= = %
0 Modelling Executing @

Target audience of this documentation
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This document is intended for administrators who want to install, configure and administer the X4
Server. Therefore, both detailed technical knowledge of the existing IT infrastructure and basic
knowledge of Java EE, XML technologies and the application server are required.

Moreover, you will learn how to monitor, plan, evaluate and document your processes using the X4
Control Center.
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1 X4 Suite Installation and Update

1.1 System Requirements
X4 Server

Operating system « Microsoft Windows Server 2012, 2012 R2, 2016, 2019
« SUSE Linux Enterprise Server 15, Red Hat Enterprise Linux 8, Ubuntu
Linux 18.04 LTS, Debian GNU/Linux 10.1
« The administration interface X4 Control Center can be used cross-
platform via browser.

®@ . you want to use the X4 Server in a different environment, do
not hesitate to contact us for advice.
« Only 64 bit operating systems are supported (x86_64).
« Forsecurity reasons, a hardened configuration of the X4 Server
is required to use the X4 Proxy Server. Do not hesitate to
contact us for advice.

Platform « Runtime environment: X4 Server is based on the Java 11 platform.
AdoptOpendDK 11is already included as runtime environment.
» Application server: X4 Server uses an integrated WildFly application
serverinversion 18.0.0.

- System database: X4 Server requires a system database to manage
runtime and authentication information. The following databases are
supported:

- Oracle(11g, 12¢, 18c, 19¢)

« Microsoft SQL Server (2012 Service Pack 4, 2014 Service Pack 3, 2016
Service Pack 2, 2017)

« PostgreSQL (11.5, 12.0)

® . If you have special requirements regarding the Java runtime
environment or if you want to use an alternative application
servers for customer-specific adaptations, do not hesitate to
contact us for advice.
- |If you want to use the X4 Server with a different version of the
above database management systems, do not hesitate to
contact us for advice.

Hardware requirements . Atleast 2 processors

« Atleast 5 GB free disk space
» At least 8 GB main memory

® Starting with a number of 500 processes to be executed, we
recommend a system with at least 8 processors and 16 GB main
memory, which must be available exclusively for X4 Server.
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Connectivity / More than 200 adapters are available to connect the X4 Server to your
Databases systems.

« Supported relational database systems: All JODBC-compatible
databases, e.g.
Oracle Database
Microsoft SQL Server
IBM DB2
PostgreSQL
MySQOL / MariaDB
« SOLite
« Supported No-SOL database systems:
« Apache Cassandra
« Elastic Search(Version5)
+ Mongo DB
« Supported Cloud database systems:
« Amazon S3 SimpleDB
« Amazon S3 DynamoDB
« Google BigTable
« Microsoft Azure Table Storage
« Further onrequest

X4 Activities

Operating system X4 Activities-based web applications can be used cross-platform via
browser.

Platform X4 Activities Web Apps

Current browser (also mobile) with enabled JavaScript:

Google Chrome (version 83.0.4103 or later)

Mozilla Firefox (version 68.9.esr or later)

Microsoft Edge (Chromium-based / version 83.0.478.45 or later)
Apple Safari(version 13.1or later)

® Microsoft Internet Explorer and Microsoft Edge ("Project Spartan")
are discontinued by Microsoft. Please switch to Microsoft Edge
(Chromium-Based) or any other compatible browser.

X4 Activities Classic

Current desktop browser with enabled JavaScript:

« Google Chrome (version 83.0.4103 or later)
« Mozilla Firefox(version 68.9.esr or later)
« Microsoft Edge (Chromium-based / version 83.0.478.45 or later)

® Microsoft Internet Explorer and Microsoft Edge ("Project Spartan”)
are discontinued by Microsoft. Please switch to Microsoft Edge
(Chromium-Based) or any other compatible browser.
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X4 Designer

Operating system « Microsoft Windows 8.1, 10 (version 1803 or later)
+ Microsoft Windows Server 2012, 2012 R2, 2016, 2019
» The X4 Web Designer can be used cross-platform via browser.

® . Only B4 bit operating systems are supported (x86_64).

« Only Windows operating systems allowing the execution of
desktop applications are supported. Core versions of Microsoft
Windows Server are not supported.

« Desktop virtualization solutions(e.qg. Citrix XenDesktop or Citrix
XenApp) are not officially supported. However, some
customers are using X4 Designer in environments like these. Do
not hesitate to contact us for advice.

Platform Runtime environment

X4 Designer is based on the Java 11 platform. AdoptOpendDK 11is already
included as runtime environment.

X4 Web Designer

You can access X4 Web Designer via a current browser with enabled
JavaScript:

« Google Chrome (version 83.0.4103 or later)
« Mozilla Firefox(version 68.9.esr or later)
« Microsoft Edge (Chromium-based / version 83.0.478.45 or later)

® Microsoft Internet Explorer and Microsoft Edge ("Project Spartan”)
are discontinued by Microsoft. Please switch to Microsoft Edge
(Chromium-Based) or any other compatible browser.

Hardware requirements « Atleast 2 processors
« Atleast 2 GB free disk space
« Atleast 8 GB main memory

1.2  Installingand Updating the X4 Server

Here you will learn how to install and update X4 Server.

1.2.1 Installation and Update on Windows Systems

How to install and update X4 Server on Windows systems - if required also as NT service.
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1.2.1.1 Installing X4 Server

1. Execute the installation package X4ServerSetup_Rv.v.v_64bit.msi provided by SoftProject
with administrator rights or corresponding writing permissions.

® Windows Defender SmartScreen issues a warning when starting the installation. Click
Further Information (Weitere Informationen) and run the installation routine as usual
with Run anyway (Trotzdem ausfiihren).

#5 ¥4 Server 6.3.0 Setup — ¥

Ll ENEE  (\yolcome to the X4 Server 6.3.0 Setup
Wizard

The Setup Wizard will install X4 Server 6.3.0 on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Back Next | | Cancel
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2. Click Next to specify the installation path.
15 ¥4 Server 6.3.0 Setup — ¥

Destination Folder

Click Mext to install to the default folder or dick Change to - SDf‘[PI‘ﬂJ ect
choose another,

Install X4 Server 6.3.0 to;

C:\W4server_a6, 3,04

Change...

® X4 Serveris installed under C:\X4Server_v.v.v.\ by default. However, the path can
be changed via Change.

& Make sure not to use any spaces in the installation path. This can lead to errors when
installing X4 Server as a service.
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3. Click Next to specify the X4 Repository path.
#3 ¥4 Server 6.3.0 Setup — ¥

Repository Folder

Click next to use the default repository folder or dick Change
to choose another.

@ SoftProject

Install X4 Repository to;

C:\ProgramData\SoftProject¥4 Server’,

Change...

® Thex4 Repository isinstalled under C: \ProgramData\SoftProject\X4 Server) by
default. However, the path can be changed via Change.

4. Click Next to configure the system database.
15 ¥4 Server £.3.0 Setup — ¥

System database configuration

Please configure your system database.

@ SoftProject

vendor: | H2DE ~
Host:l Part: I
Database: I
Username: I Password:

H2DB is only supported for demonstration purposes.

5. Configure the system database
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« Vendor: Specify the database vendor
e H2DB

& Note that H2DB is not suitable for productive use!

e Microsoft SQL Server
* Oracle Database 11g

& Note that the database driver for Oracle Database llgisnotincludedin
the installation package. The corresponding driver has to be installed
separately, see Setting up the Oracle Database.

e Oracle Database 12c¢/18c/19c

& Note that the database driver for Oracle Database 12c¢/18c/19cis not
included in the installation package. The corresponding driver has to be
installed separately, see Setting up the Oracle Database.

e PostgreSQL
« Host: Specify the database host
« Port: Specify the database port
- Database: Specify the database
« Authentication: Specify the authentication method with SQL Server Authentication
orWindows Authentication

® This parameter is only available for Microsoft SQL Server.
If Windows Authenticationis specified asauthentication method, the
parameters Username and Password don't need to be specified, since the
Windows access data is used.

« Username: Specify the user name for the database connection
« Password: Specify the password for the database connection
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6. Click Next to configure X4 Server.
15 ¥4 Server £.3.0 Setup — ¥

¥4 Server configuration .
w SoftProject

Please choose your X4 Server configuration,

Maximum memory used by X4 Server: |2III4B ME
HTTP Port: 3080

Worker Thread Pool

Task core threads; |8

Task max threads: | 16

Default imeout; |3IZIIZI seconds

Install as Microsoft Windows service.
Create a shortout to open ¥4 Control Center on the desktop.

7. Configure X4 Server:
« Maximum memory used by X4 Server: Set the maximum memory
« HTTP Port: Specify the HTTP port for X4 Activities
« Configure the Worker Thread Pool:
« Task core threads: Specify the starting number of threads for the worker task
thread pool.

® « This number is the minimum of threads that the server uses.
« The amount of the core threads should be able to deal with the
normal request load.

« Task max threads: Specify the maximum number of threads for the worker task
thread pool.

® « If not set, the default value is used which is calculated by formula
cpuCount * 16, as long as the jmx property MaxFileDescriptorCoun
t allows that number, otherwise the calculation takes max into
account to adjust it accordingly.

« This property depends on the server hardware, given that thereisa
maximum number of threads that the hardware can provide. It is
used to control the maximum system resource allocation on high
load.

« The number of threads will be between the value of task core
threads and the value of task maximum threads.
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« Default timeout: Specify the default transaction lifetime in seconds

@ i you have long-running transactions, in WildFly it can happen that you run
into a timeout during your processing EJB method. In this case, you can
change the default timeout from 300 seconds via the standalone.xml
file.

- Install as Microsoft Windows service: Enable, if you want to install X4 Server as service

» Create a shortcut to open X4 Control Center on the desktop: Enable, if you want to
create a desktop shortcut for X4 Control Center

« Create a shortcut for X4 Server on the desktop: Enable, if you want to create a desktop

shortcut for X4 Server
® This optionis only available, if Install as Microsoft serviceisenabled.

8. Click Next to configure the X4 Server network.
157 ¥4 Server £.3.0 Setup — hd

¥4 server Network configuration .
w. SoftProject

Please choose your X4 Server Metwork configuration,

Address binding: | Any address w

IP Address [ Domain: |

Please consider that X4 Server will be accessible to everybody with this particular
configuration.

+ Address binding: Specify the address binding
+ Any address: Any address

& Note that by specifying Any Address the X4 Server will be publicly
accessible.

o IP Address/Domain: Particular I[P address and domain
+ IP Address / Domain: Specify the IP address and domain
9. Click Next to confirm the settings.
10. Click Install to perform the installation.
X4 Server is now being installed.
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11. If required, enable the option Launch X4 Server when setup exists to start the Server after the
installation.

12. Click Finish to finish the installation.
The installation is now complete.

13. Check, if error messages are output in the serverlog.
An X4 Server that has been installed and started correctly, will not output any error messages (E
RROR or FATAL)in the server log.

1.2.1.2 Updating an Existing Installation Versions 6.3.0 and Later

& Note that the update described here applies to X4 Server installations beginning with version
6.3.0 and later.
For updates of the versions 6.0.X, 6.1.0 and 6.2.0 the manual steps described in the next
section must be performed.

1. Double-click the installation package X4ServerSetup_Rv.v.v_64bit.msi provided by
SoftProject.
2. Follow the steps described in section Installing X4 Server to update to a newer version.

® A configurations from the installed previous version are taken over automatically.

After the update, a backup folder X4_Backup is created in the installation directory, which
contains the repository directory and the various configuration files.

® 1o migrate files that are not part of the automatic update process, the installation path
of X4 Suite must be specified in the installation and migration tool. For example, the
command java -jar de.softproject.x4.database-6.3.0.jar —-
installX4path C:\X4\V_6_3_0\X4\Server migratesall .war files that have not

already been automatically migrated to the new installation.

1.2.1.3 Updating an Existing Installation of the Versions 6.0.X, 6.1.0 and 6.2.0

1. Install X4 Server based on the installation package and according to the installation described
in section Installing X4 Server .

a « Itisrequired that both the outdated and the new X4 Server versions are installed.
« The outdated X4 Server version may only be uninstalled after running the
migration tool.

2. Stop X4 Server, if not already done.
3. Migrate the configurations files, if required.
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a configuration settings done during installation of new version could be overwritten
by migration process. You have the following possibilities:

« To keep the old values for your new installation execute the migration tool as
described in the following.

« Tokeep the new values set during the installation as described in the section
Installing X4 Serveryou do not need to migrate the configuration files via the
migration tool.

To do this, run the migration tool de.softproject.x4.database-x.x.x.jar specifying the

old and the new installation path.
Example: Running the command java -jar de.softproject.x4.database-6.3.0.jar —-
installX4pathFrom C:\X4\V_6_1_0\Server —--installX4path C:

\X4\V_6_3_0\X4\Server the configuration files from version 6.1.0 are migrated to version
6.3.0 of the X4 Server.
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o Using the option --help additional information will be displayed:

Option Description
-?, -h, —-help Displays command-line help.
-b, --backup Full qualified path to the backup
folder.
Required parameters: --installX4path
-i, -—installX4path Full qualified path to x4 installation.
Required parameters: --backup or --
installX4pathFrom
--if, --installX4pathFrom Full qualified path to x4 installation

for the previous X4 version to migrate.
Required parameters: --installX4path

-j, —-—jdbc JDBC URL for the database connection.
-p, ——password Password for the database user.

-s, —--synchronize Synchronizes classic projects. All files
from the file system will be added to the project.

-u, —--user Database user.

-v, --version <\d{1,2}){2}> The dinstalled x4 version. Only required
if you are updating from version 5.5.4. or 5.8.2.

-x, —-—-x4db Full qualified path to x4db folder.

Additional information:

« ——backup (-b): Backup folder for configuration files of the X4 Server version to
be updated, e.q. "<X4>/backup/6.2.0/1400". If the parameter backup is set,
the parameter -1 with the installation path has to be set, too.

« ——installX4path (-1): X4 Server installation path, usually "<x4>/

Server". This parameter can also be used alone, e.q. in order to update files that
are not part of the automatic update process in an existing installation. The
parameter can be used in the same way as the parameter --x4db, but instead of
specifying the X4DB folder, any other directory in the installation folder is
specified. Moreover, the parameter can be used together with the parameters -b
or -—1f to migrate some backed up configuration files to the new installation.

« ——installX4pathFrom (--1f):Path of the previous X4 Server version, i.e. the
installation to be migrated, usually "<X4>/Server". If the
parameter installX4pathFromis set, the parameter -1 with the installation
path has to be set, too.
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& e Konfigurationseinstellungen, die wahrend der Installation der neuen Version
vorgenommen wurden, kdnnten durch den Migrationsprozess Uberschrieben werden.
Sie haben folgende Mdglichkeiten:
« Umdie alten Werte auch fir Ihre neue Installation beizubehalten, fihren Sie das
Migrationswerkzeug wie im Weiteren beschrieben aus.
« Umdie neuen Werte beizubehalten, die Sie durch die im Abschnitt X4 Server
installieren beschriebene Installation gesetzt haben, verzichten Sie auf die
Migration der Konfigurationsdateien Giber das Migrationswerkzeug.

4. Rerun the migration tool de.softproject.x4.database-<Version>.jar, to update the SQL
database first and then to update the X4DB. The required parameters are listed in the
section Updating the X4 Server.

® Note that the already integrated H2 database (only suitable for test purposes!) cannot
be migrated via the migration tool.

5. Uninstall the deprecated X4 Server version manually.

1.2.2  Installation and Update on Ubuntu/Debian Linux Systems

How to install the complete X4 Server automatically based on a Debian package (.deb) as a service on
a Ubuntu/Debian Linux host, and how to start and manage this service.

1.2.2.1 Installing X4 Server or Updating an Existing Installation

® Please note!

« Theinstallation package is started with sudo privileges.

During the X4 Server installation a new user X4 and a new group X4 are created.

After the installation the X4 Server file system belongs to the user X4 and the group X4.
Although the installed service X4-Server is launched with sudo privileges, the user X4 i
s owner of this service execution.

» Make sure that you have the appropriate rights for the specified installation folder.

1. Load the Debian package file X4-Server_Ubuntu-v.v.v-r.x.86_64 provided by SoftProject
onto your Ubuntu or Debian system.

2. Execute the command sudo dpkg -i X4-Server_Ubuntu-v.v.v-r.x.86_64.debinorderto
start the installation.
Example: sudo dpkg -7 X4-Server_Ubuntu-6.3.0-1.x.86_64.debfor release 1 of X4
Serverversion6.3.0.

® X4 Serverisinstalled under /opt/X4 by default. Using the variable INSTALL_PATH the
installation folder can be changed, e.g. sudo INSTALL_PATH=/myNewPath/Tools
dpkg -1 X4-Server_Ubuntu-v.v.v-r.x.86_64.deb
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X4 Server is now being installed automatically in the specified folder, registered as service x4-
Serverand started. This operation may take a few seconds.

® « If an X4 Server installation is already available, the X4 Server core components
will be updated automatically when executing installation command sudo dpkg
-i X4-Server_Ubuntu-v.v.v-r.x.86_64.deb. In subfolder /opt/
X4_backups, backup files with the configuration files will be created
automatically.

- To migrate files that are not part of the automatic update process, the
installation path of X4 Suite must be specified in the installation and migration
tool. For example, the specification /opt/X4/jdk/bin/java -jar
de.softproject.x4.database-6.3.0.jar -—installX4path /opt/X4/
Server migrates all .war files that have not already been automatically
migrated to the new installation.

3. Check, if error messages did occur in the serverlog /opt/X4/wildfly/standalone/log/
server. log.
An X4 Server that has been installed and started correctly, will not output any error messages (E
RROR or FATAL)in the server log. This should be the case at the latest after the second X4
Server startup.

4. Restart the X4 Server using the commandsudo service X4-Server restart.
X4 Server has now been installed successfully and will be executed as service X4-Server.

After successfully installing or updating X4 Server from the Debian package, the X4 installation folder
has the following contents:

Folder Description

X4_backups After are-installation (when updating X4 Server), a backup of the adapters,
configuration files and of folder H2DB and X4DB will be created

jdk Contains current Java Runtime version as runtime environment for the WildFly
applications server

SQL Subfolder H2DB contains the provided memory database for testing purposes.

Tools Contains the migration tool for the system database

wildfly Contains a preconfigured WildFly application server

X4DB Contains the central X4 Repository

x4.license License file for X4 Server, see Lizenzen Uber den Designer installieren

X4config.xml Central X4 Server configuration file, siehe Konfiguration Uber X4config.xml

1.2.2.2 Controlling Service X4-Server

Using the command line, the following options are available to manage the X4 Server respectively
service X4-Server:

Starting service X4-Server: Execute command service X4-Server start

Stopping service X4-Server: Execute command service X4-Server stop
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Restarting service X4-Server: Execute command service X4-Server restart

1.2.2.3 Uninstalling Service X4-Server

To uninstall an X4 Server and its corresponding service X4-Server that was installed from a Debian
package, enter the command sudo dpkg -r X4-Server.

Toremove all installation artefacts including configuration files etc. for service X4-Server, execute
the command sudo dpkg -P X4-Server.

® When uninstalling the X4 Server, the variable INSTALL_PATH doesn't need to be specified.

1.2.3  Installation and Update on Red Hat Enterprise Linux Systems

How to install the complete X4 Server automatically based on an RPM package (. rpm)on a Red Hat
Enterprise Linux system, and how to register, start and manage this service.

1.2.3.1 Installing the X4 Server

® Before installation, make sure that the IP address of the server and the host name are entered
under /etc/hosts
Example: 192.168.147.153 vmettopensuseOl

® Please note!

The installation package is started with sudo privileges.

During the X4 Server installation a new user X4 and a new group X4 are created.

After the installation the X4 Server file system belongs to the user X4 and the group X4.
Although the installed service X4-Server is launched with sudo privileges, the user X4 i
s owner of this service execution.

« Make sure that you have the appropriate rights for the specified installation folder.

1. Load the RPM package X4-Server_RHEL-v.v.v-r.x86_64.rpmprovided by SoftProject on
your Red Hat system.

2. Execute the command sudo rpm -1 X4-Server_RHEL-v.v.v-r.x86_64.rpmto start the
installation.
Example: sudo rpm -i X4-Server_RHEL-6.3.0-1.x86_64. rpmfor release 1 of X4 Server
version 6.3.0.

® X4 Serveris installed under /opt/X4 by default. Using the parameter --prefix the
installation folder can be changed, e.g. sudo rpm -i X4-Server_RHEL-v.v.v-
r.x86_64.rpm —-—-prefix=/new_path

X4 Server is now being installed automatically in the specified folder, registered as service X4-
Server and started. This operation may take a few seconds.
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3.

If necessary, copy your license file x4. license into the X4 Server installation folder.
Example: sudo cp x4.license /opt/X4

. Check, if error messages are output in the serverlog /opt/X4/wildfly/standalone/log/

server.log.
A correctly installed and started X4 Server does not issue error messages (ERROR or FATAL)in
the server log. This should be the case at the second start of the X4 Server at the latest.

After successfully installing or updating the X4 Server via RPM package, the installation folder
contains the following elements:

Folder Description

X4_backups After a re-installation (when updating X4 Server), a backup of the adapters,

configuration files and of folder H2DB and X4DB will be created

jdk Contains current Java Runtime version as runtime environment for the WildFly
applications server

SQL Subfolder H2DB contains the provided memory database for testing purposes.

Tools Contains the migration tool to migrate configuration files, the system database
and projects

wildfly Contains a preconfigured WildFly application server

X4DB Contains the central X4 Repository

x4.license License file for X4 Server, see Lizenzen Uber den Designer installieren

X4config.xml Central X4 Server configuration file, siehe Konfiguration tGber X4config.xml

1.2.3.2 Updating an Existing Installation

1.

Load the RPM package X4-Server_RHEL-v.v.v-r.x86_64.rpmprovided by SoftProject on
your Red Hat system.

Execute the command sudo rpm -U X4-Server_RHEL-x.x.x-r.x86_64.rpmto start the
update.

Example: sudo rpm -U X4-Server_RHEL-6.3.0-1.x86_64. rpmfor release 1 of X4 Server
version 6.3.0.

® X4 Serveris installed under /opt/X4 by default. Using the parameter ——prefix the
installation folder can be changed, e.g. sudo rpm -U X4-Server_RHEL-v.v.v-
r.x86_64.rpm —-prefix=/new_path

The X4 Server core components will be updated automatically and copies of the configuration
files are created in the subfolder opt/x4_backups.
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® 7o migrate files that are not part of the automatic update process, the installation path
of X4 Suite must be specified in the installation and migration tool. For example, the
specification /opt/X4/jdk/bin/java -jar
de.softproject.x4.database-6.3.0.jar --installX4path /opt/X4/Server mi
gratesall .war files that have not already been automatically migrated to the new
installation.

1.2.3.3 Controlling the Service X4-Server

From the command line, the following options are available to control the X4 server or its service X4-
Server:

Starting service X4-Server: Execute command systemctl start X4-Server
Stopping service X4-Server: Execute command systemctl stop X4-Server
Restarting service X4-Server: Execute command systemctl restart X4-Server
See status of service X4-Server: Execute command systemctl status X4-Server
Reload service X4-Server: Execute command systemctl reload X4-Server

1.2.3.4 Uninstalling the Service X4-Server

To uninstall an X4 Server and its corresponding service X4-Server that was installed via RPM
package, enter the command sudo rpm -e X4-Server_RHEL-x.x.x-r.x86_64.

During uninstallation, backup copies of the configuration files, the system database and the X4DB are
automatically created under opt/x4_backups.

1.2.4  Installation and Update on SuSe Linux Systems

How to install the complete X4 Server automatically based on an RPM package (. rpm) on an Open Suse
Linux system, and how to register, start and manage this service.

1.2.4.1 Installing X4 Server or Updating an Existing Installation

® Before installation, make sure that the IP address of the server and the host name are entered
under /etc/hosts.
Example: 192.168.147.153 vmettopensuseOl
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® Please note!

1.

« Theinstallation package is started with sudo privileges.

During the X4 Server installation a new user X4 and a new group X4 are created.

After the installation the X4 Server file system belongs to the user X4 and the group X4.
Although the installed service X4-Server is launched with sudo privileges, the user X4 i
s owner of this service execution.

« Make sure that you have the appropriate rights for the specified installation folder.

Load the RPM package X4-Server_SLES-v.v.v-r.x86_64.rpmprovided by SoftProject on
your SuSe Linux system.

Execute the command sudo rpm -i X4-Server_SLES-v.v.v-r.x86_64.rpmto startthe
installation.

Example: sudo rpm -i X4-Server_SLES-6.3.0-1.x86_64. rpmforrelease 1 of X4 Server
version 6.3.0.

® x4 Serveris installed under /opt/X4 by default. Using the parameter ——prefix the
installation folder can be changed, e.g. sudo rpm -i X4-Server_SLES-v.v.v-
r.x86_64.rpm —-prefix=/new_path

X4 Server is now being installed automatically in the specified folder, registered as service x4-
Serverand started. This operation may take a few seconds.

® 1o migrate files that are not part of the automatic update process, the installation path
of X4 Suite must be specified in the installation and migration tool. For example, the
specification /opt/X4/jdk/bin/java -jar
de.softproject.x4.database-6.3.0.jar -—installX4path /opt/X4/Server mi
gratesall .war files that have not already been automatically migrated to the new
installation.

. If necessary, copy your license file x4. license into the X4 Server installation folder.

Example: sudo cp x4.1license /opt/X4

Check, if error messages are output in the serverlog /opt/X4/wildfly/standalone/log/
server.log.

A correctly installed and started X4 Server does not issue error messages (ERROR or FATAL)in
the server log. This should be the case at the second start of the X4 Server at the latest.

After successfully installing or updating the X4 Server via RPM package, the installation folder
contains the following elements:

Folder Description

X4_backups After a re-installation (when updating X4 Server), a backup of the adapters,
configuration files and of folder H2DB and X4DB will be created

jdk Contains current Java Runtime version as runtime environment for the WildFly
applications server

SQL Subfolder H2DB contains the provided memory database for testing purposes
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Folder Description

Tools Contains the migration tool to migrate configuration files, the system database
and projects

wildfly Contains a preconfigured WildFly application server

X4DB Contains the central X4 Repository

x4.license License file for X4 Server, see Lizenzen Uber den Designer installieren

X4config.xml Central X4 Server configuration file, siehe Konfiguration tber X4config.xml

1.2.4.2 Controlling the Service X4-Server

From the command line, the following options are available to control the X4 server or its service X4-
Server:

Starting service X4-Server: Execute command systemctl start X4-Server or
service X4-Server restart

Stopping service X4-Server: Execute command systemctl stop X4-
Server or service X4-Server stop

Restarting service X4-Server: Execute command systemctl restart X4-
Server Or service X4-Server restart

See status of service X4-Server: Execute command systemctl status X4-Server
Or service X4-Server status

Reload service X4-Server: Execute command systemctl reload X4-Server
Or service X4-Server reload

1.2.4.3 Updating an Existing Installation Version 6.1.0 or Later

& Note that the update described here applies to X4 Server installations beginning with version
6.1.0 and later.

For updates of the versions 6.0.X the manual steps described below must be performed.

1. Load the RPM package X4-Server_SLES-v.v.v-r.x86_64.rpmprovided by SoftProject on
your SuSe Linux system.

2. Execute the command sudo rpm -U X4-Server_SLES-x.x.x-r.x86_64.rpmto start the
installation.

Example: sudo rpm -U X4-Server_SLES-6.3.0-1.x86_64.rpmfor release 1 of X4 Server
version 6.3.0.

® X4 Server is installed under /opt/X4 by default. Using the parameter --prefix the
installation folder can be changed, e.g. sudo rpm -U X4-Server_SLES-v.v.v-
r.x86_64.rpm —--prefix=/new_path

The X4 Server core components will be updated automatically and copies of the configuration
files are created in the subfolder opt/x4_backups.
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1.2.4.4 Updating an Existing Installation of the Versions 6.0.X

1.

3.

Create a backup folder to save important resources with the command mkdir -p /opt/
X4_backups/v.v.v/YYYYMMDD/HHMM/.
Example: mkdir -p Jopt/X4_backups/6.0.060/20200429/1146/
Save the important resources to the created backup folder with the following commands:
e cp -r <FolderPath> <BackupFolderPath>, e.g.cp -r /opt/X4/X4DB /opt/
X4_backups/6.0.0/20200429/1146/ to copy the X4DB folder
* cp <FilePath> <BackupFolderPath>,e.g.cp /opt/X4/X4config.xml /opt/
X4_backups/6.0.0/20200429/1146/ to copy the file X4config.xml

® Itisrecommended to save the following files and folders:

« X4DB folder under /opt/X4/X4DB

« adapter folderunder /opt/X4/wildfly-14.0.1.Final/modules/
system/layers/base/de/softproject/x4/adapter

« X4config.xmlunder /opt/X4/X4config.xml

« x4.licenseunder /opt/X4/x4.license

« application-roles.propertiesunder /opt/X4/
wildfly-14.0.1.Final/standalone/configuration/application-
roles.properties

« application-users.propertiesunder /opt/X4/
wildfly-14.0.1.Final/standalone/configuration/application-
users.properties

« mgmt-groups.propertiesunder </opt/X4/wildfly-14.0.1.Final/
standalone/configuration/mgmt-groups.properties

« mgmt-users.propertiesunder /opt/X4/wildfly-14.0.1.Final/
standalone/configuration/mgmt-users.properties

« module.xmlunder /opt/X4/wildfly-14.0.1.Final/modules/system/
layers/base/de/softproject/x4/extensions/main/module.xml

« standalone.xmlunder /opt/X4/wildfly-14.0.1.Final/standalone/
configuration/standalone.xml

e X4-Server under /etc/default/X4-Server

« version.txtunder /opt/X4/version.txt

« application.keystoreunder /opt/X4/wildfly-14.0.1.Final/
standalone/configuration/application.keystore

Uninstall the deprecated X4 Server installation with the command sudo rpm -e X4-
Server_SUSE-Xx.x.Xx-r .x86_64.

Example: sudo rpm -e X4-Server_SUSE-6.0.0-1.x86_64forrelease 1 of X4 Server
version 6.0.0.

. Install the new package with the command sudo rpm -i X4-Server_SLES-x.x.x-

r.x86_64.rpm.
Example: sudo rpm -i X4-Server_SLES-6.3.0-1.x86_64. rpmfor release 1 of X4 Server
version6.3.0.

5. Stop the X4 Server execution with the command sudo systemctl stop X4-Server.
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6. Startthe migration of the configuration files with the command sudo <InstallationPath>/
jdk/bin/java -jar <InstallationPath>/Tools/de.softproject.x4.database-
v.v.v.jar —--backup <BackupPath> --installX4path <InstallationPath>.

Example: sudo Jopt/X4/jdk/bin/java -jar /Jopt/X4/Tools/
de.softproject.x4.database-6.3.0.jar --backup /opt/X4_backups/
6.0.0/20200429/1146/ --installX4path /Jopt/X4foran X4 ServerinVersion6.3.0
installed under /opt/X4 and backup copies of an X4 Server installation 6.0.0 within the folder /
opt/X4_backups/6.0.0/20200429/1146/.

7. Rerunthe migrationtoolde.softproject.x4.database-<Version>.jar, to update the SOL
database first and then to update the X4DB. The required parameters are listed in the
section Installation and Migration of the System Database and the X4DB.

® Note that the already integrated H2 database (only suitable for test purposes!) cannot
be migrated via the migration tool.

8. If required, check whether you have permissions for the migrated files. To do this, enter the
following command:

1s -1 /opt/X4/X4DB/1

If no permissions are set for X4, execute the following commands from the command line:

cd /opt/X4/X4DB/1
sudo chown -R X4:X4 UpdateTest

9. Start X4 Server with the command sudo systemctl start X4-Server.

1.2.4.5 Uninstalling the Service X4-Server
To uninstall an X4 Server and its corresponding service X4-Server that was installed via RPM

package, enter the command sudo rpm -e X4-Server_SLES-x.x.x-r.x86_64.

During uninstallation, backup copies of the configuration files, the system database and the X4DB are
automatically created under opt/x4_backups.

1.2.5  Installing the X4 Server in Docker

In this section, you will learn how to install the X4 Server in a docker and run it as a docker container.

® Prerequisites

« Docker has to be installed and set up on your system. You can find information within
the Docker documentation under https://docs.docker.com/.

« Knowledge of the docker mode of operation is assumed.

e x4_server:6.x.xreferstothe current X4 Suite version.

1. Load the installation package x4-server-image.tar provided by SoftProject to your system
using the command docker load -i x4-server-image.tar.


https://docs.docker.com/

X4 Administration Guide

32

2. Runthe docker using the command docker run -d -p 8080:8080 --name x4-
servercontainer softprojectgmbh/x4_server.

Further helpful commands:

Application example

Run a container and display the logs
after creating the container:

Run X4 Server with a PostgreSQL
database X4

+ Host:10.0.75.1
+ Default PostgreSQL port: 5432

Run X4 Server with port 8081and a
PostgreSQL database X4

o Host:10.0.75.1
o Port: 5435

Run X4 Server with port 8081and a
PostgreSQL database X4

» Access data: postgres/
postgres

» Host:10.0.75.1

« Port: 5435

Run X4 Server with an MS SQL database

X4

« Access data: X4/X4
o Host:10.0.75.1
o Port: 1434

Run X4 Server and map the X4DB folder

from an external path to the X4DB
folder within the container (only for
Linux)

Environment variables

Variable
X4_UID

X4_GID
JAVA_XMS

Command

docker run -d -p 8080:8080 —--name x4-server-
container softprojectgmbh/x4_server && docker
logs x4-server-container

docker run -d -p 8080:8080 -e
DATABASE_MODE="postgresql' -e
DATABASE_HOST='10.0.75.1' softprojectgmbh/
X4_server

docker run -d -p 8081:8080 -e
DATABASE_MODE="postgresql' -e
DATABASE_HOST='10.0.75.1' -e
DATABASE_PORT="'5435"' softprojectgmbh/x4_server

docker run -d -p 8081:8080 -e
DATABASE_MODE="'postgresql' -e
DATABASE_USER='postgres' -e
DATABASE_PASSWORD='postgres' -e
DATABASE_HOST='10.0.75.1' -e
DATABASE_PORT="'5435"' softprojectgmbh/x4_server

docker run -d -p 8080:8080 -e
DATABASE_MODE=sqlserver -e
DATABASE_HOST=10.0.75.1 -e DATABASE_NAME=X4 -e
DATABASE_PORT=1434 -e DATABASE_USER=X4 -e
DATABASE_PASSWORD=X4 softprojectgmbh/x4_server

docker run -d -p 8080:8080 -v /home/anyUser/X4/
X4DB/1:/opt/X4/X4DB/1 softprojectgmbh/x4_server

Erlauterung
The unix user ID the technical process isrun as

The unix group ID the technical processisrun as
Initial heap space for the JVM

Default value: 512M

JAVA_XMX

Maximum heap space for the JVM

Default value: 2048M
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Variable Erlauterung

DATABASE_MODE Determines the database connection driver and strategy
Possible values are h2 (default), postgresql and sqlserver

DATABASE_HOST Host name of the database server (if not h2)

The default value is database, obliging you to change it.

DATABASE_PORT Port number of the database server (if not h2).
The default port for PostgreSQL server (postgres)is 5432. The
default port is not set automatically.

DATABASE_NAME Name of the database hosted within the database server to use for
the X4 Server (if not h2)

DATABASE_USER Name of the database user
DATABASE_PASSWORD Password to access the database

1.2.6  Installing the X4 Server on other operating systems

If required, the X4 Server can also be installed on other operating systems. Please contact
SoftProject for further information.

1.3  Installing licenses

How to install a new server license via the X4 Designer

1.3.1 Updating an expired license

If your server license has expired, you will be prompted to install a new license as soon as you try to
establish a connection with the server.

o License =

i The license is expired.

Install license... Cancel

Moreover, in the server log the following license information is displayed:

'Eg License iz invalid:= EXPIRED

gttt e i g RS R R S

1. Click on Install new license to start the installation.

2. Navigate to the corresponding license file within your file system an click Open, to upload the
license.
After the license's successful installation, the X4 Designer will be automatically connected with
the X4 Server. Moreover, the following information will be displayed in the command line:
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license status
time of check
running version
Li

ID

licensed version
license type
created on
valid wuntil
update contract
support contract

0K
2814-81-38 16:36:10.183
4.6.0 201401291423508

Trial

2814-81-21 17:59:36.574
2814-84-15 18:59:36.574
no

2814-B1-21 17:59:36.574

number of allowed installations
ix Terial

properties
customer.name :

gag7fa?d—5d45—4917—ae d2-

34

+A188

h29731adf1h7

+A188
+A288

+A188 (EXPIRED>

: SoftProject GmbH - Product Development

customer.contact.email : xdentwicklung@softproject.de

customer.no : 47118815
customer._contact.name : ¥4 Development

licensed features

ADAPTER de.softproject.integration.adapter ASCII2XEML
ADAFTER de.softproject.integration.adapter.ASCIIGDY

@ with Help > About X4 Suite > License Information you can view information on your license.

1.3.2  Installing Licenses at Runtime

Licenses can also be installed during runtime before they expire. The X4 Designer provides a dialog

for this purpose.

1. Open the dialog Help > About X4 Suite.

About ¥4 Designer

Version: 6.3.0-5SNAPSHOT

(© softProject GmbH. All rights reserved.

Send all feedback to:

SoftProject GmbH

Am Erlengraben 3

D-T8275 Ettlingen

Phone: +49 (0)7243 / 56 175-0
/56 175-199
t.de

Designer

Contact General Information
Contact Technical Support
License Information...

Mew License

Cancel

2. Click on New license to start the installation.

3. Navigate to the corresponding license file within your file system an click Open, to upload the

license.
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1.4

1.4.1

After the license's successful installation, the window License Information will be
automatically opened an the new license information is displayed.

24 License Information

version 6
type Trial
valid until 2018-11-29

update until no contract
support until no contract
created on 2018-11-26
1D affd8bea-f34d-49f5-8ea9-8c0937d4cf09

server licenses:

production| proxy \ QA | trial |deve|opment
I I

0 o 1 0
process limit:

active * | licensed
89 | 500
Time of check: 2018-11-26 10:35:33.407 +0100
* For details check the JMX interface or the server log.

customer number 47110815
customer company SoftProject GmbH - Entwicklung

designer
e ACTIVITIES
* BPM
ESB

adapter

abas ERP Connecto
Adapter 1.0.0

AS/400 PCML 1.0.0

.0.0
ASCII Writer 1.0.0
ASCIIPreSuffix 1.0.
ASCIIWriter 1.0.0

*® e e

1.0.0
s Base64 Batch Deco
1.0.0

1.0.0

a Rim1 NN

ll Licensed Features

AdapterSkeleton 1.0.0

ASCII to XML Converter

AudatexLohnfaktoren 1.0.0
BAPIStructureAdapter

e Base64 Converter 1.0.0
s Base64EncodeAdapter

¢ Bing Maps V1 1.0.0

ri1.0.0

0

der

Installing, updating and uninstalling the X4 Designer

Installing X4 Designer

X4 Designer is provided as installation package for Windows operating systems.

1.

Double-click the executable file X4Designer_Setup.msi to start the installation.

® Windows Defender SmartScreen issues a warning when starting the installation. Click F
urther Information (Weitere Informationen) and run the installation routine as usual

with Run anyway (Trotzdem ausfiihren).
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The start screen of the installation routine is opened.
#8 ¥4 Designer 6.3.0 Setup - x

SR U el come to the X4 Designer 6.3.0 Setup
Wizard

The Setup Wizard will install X4 Designer 6,3.0 on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back Next | | Cancel

2. Click Next.

3. Enter the installation path for X4 Designer.

4. By enabling the option Create a shortcut for X4 Designer on the desktop create a shortcut to
the desktop, if requited.

5. Click Next to confirm the path.

6. ClickInstall to perform the installation.
The progress of the installation is now displayed.

7. Click Finish to finish the installation.

o By enabling the option Launch X4 Designer when setup exists, the X4 Designer will
start automatically after the installation.

The X4 Designer will be installed under the specified path.
8. If not already done automatically, start the X4 Designer to check the installation.

@ Ssilent installation
The X4 Designer can also be installed via a silent installation. Enter the following command in
the command line: xC: \Installionsort der MSI /q/n /L*V "C:\temp\|test. log*.

1.4.2  Updating X4 Designer

To update the X4 Designer perform a new installation of the X4 Designers.
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& Before performing an update, make sure you save the configurations stored for the X4
Designer. They are stores e.g. under C:
\Users\Benutzername\AppData\Roaming\X4Designer\workspace.

1.4.3  Uninstalling X4 Designer

The X4 Designer can be uninstalled either via the Windows start menu, the Windows Control Panel or
by re-running the installation file.

1. Double-click the executable file X4Designer_Setup.msi.
The start screen of the installation routine will be opened.
#7 ¥4 Designer 6.3.0 Setup — *®

SRR GG \olcome to the X4 Designer 6.3.0 Setup
Wizard

The Setup Wizard allows you to change the way X4 Designer
6.3.0 features are installed on your computer or to remove
it from your computer, Click Mext to continue or Cancel to
exit the Setup Wizard.

Back Next | | Cancel
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2. Click Next to open the window Change, repair, or remove installation.
115 ¥4 Designer 6.3.0 Setup — e

Change, repair, or remove installation

- .
Select the operation you wish to perform. - Sl.'.lﬁ'Pr‘ﬂJ ect

Change

¥4 Designer 6.3.0 has no independently selectable features,

I Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes X4 Designer 6.3.0 from your computer.,

Back Mext Cancel

3. Click Remove.

4. Inthe next window, click Remove again to begin uninstalling.
The progress of the uninstallation is now displayed.

5. Click Finish to finish uninstalling.
The X4 Designer has now been uninstalled.

1.5 Installation and Migration of the System Database and the X4DB

For the migration of the configuration files, the X4DB and for the installation and update of the
system database an installation and migration tool is available, which is stored within the directory
<X4>/Server/Tools/.

& |f you want to migrate the X4 Server from a previous product line to the current product line,
it is recommended to request migration support from a SoftProject consultant. If you
upgrade by yourself, no guarantee can be given from SoftProject.

® Prerequisites:
Before running the migration/installation tool, you must first create an empty database
named X4.

1. Runthe migrationtool de.softproject.x4.database-<version>.jar under <X4>/Server/
Tools/ withthe command java -jar de.softproject.x4.database-x.x.x.jar.
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® Using the option --help additional information will be displayed:

Option Description
-?, -h, —-help Displays command-line help.
-b, --backup Full qualified path to the backup
folder.
Required parameters: --installX4path
-i, -—installX4path Full qualified path to x4 installation.
Required parameters: --backup or --
installX4pathFrom
--if, --installX4pathFrom Full qualified path to x4 installation

for the previous X4 version to migrate.
Required parameters: --installX4path

-j, —-—jdbc JDBC URL for the database connection.
-p, ——password Password for the database user.

-s, —--synchronize Synchronizes classic projects. All files
from the file system will be added to the project.

-u, —--user Database user.

-v, --version <\d{1,2}){2}> The dinstalled x4 version. Only required
if you are updating from version 5.5.4. or 5.8.2.

-x, —-—-x4db Full qualified path to x4db folder.

Additional information:

« ——backup (-b): Backup folder for configuration files of the X4 Server version to
be updated, e.g. "<X4>/backup/6.2.0/1400". If the parameter backup is set,
the parameter -1 with the installation path has to be set, too.

« ——installX4path (-1): X4 Server installation path, e.g. "<X4>/Server" for
Windows systems. This parameter can also be used alone, e.g. in order to update
files that are not part of the automatic update process in an existing installation.
The parameter can be used in the same way as the parameter --x4db, but
instead of specifying the X4DB folder, any other directory in the installation
folderis specified. Moreover, the parameter can be used together with the
parameters -b or ——1if to migrate some backed up configuration files to the new
installation.

« ——installX4pathFrom (--1if):Path of the previous X4 Server version, i.e. the
installation to be migrated, e.qg. "<X4>/Server" for Windows systems. If the
parameter installX4pathFromis set, the parameter -1 with the installation
path has to be set, too.

2. Setthe desired parameters.

® when setting parameter values, set paths containing spaces in quotation marksin
orderto avoid errors, e.q. java -jar de.softproject.x4.database.x.x.x.jar —--
backup "path_to_backup_folder" --installX4path "path_to_x4_installati

on_folder".

After running the migration tool a log file <backupPfad>/backup.log will be created in the
backup folder. Possible errors occurring during the migration are listed here.
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@ Thefile backup.log contains additional information provided as checklist, in order to

ensure the functionality of the new installation.

AR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
# #
# 1. Please, check that the memory setting is adapted to the new X4 version and meet the minimun requirements #
# 1.1. Check the startX4.bat file for windows installation and X4-Server file for Linux installations #
# 1.2. Check the standalone.conf.bat file for windows installation in case that the X4 Server is installed as a service#
# 2. Please, check the standalone.xml file to ensure that the datasources are correctly configured #
# 3. For Oracle Database installations:

# 3.1. You need to install the appropriate driver after the migration

# 4. All configuration files that are not part of X4 will not be migrated. Please, migrate them manually
#
#

#* W BN

R R R R R R R R R R R R R R R R AR R R AR AR R AR R IR R AR R AR AR AR R AR AR RAG A RR AR R ARG RRAARRY

3. Testyour processes if their behavior differs after the migration.

Sample Calls:

& |nLinux environments, be sure to place parameter values with special characters(e.q. ;)in
single or double quotation marks. This ensures that the parameter value is interpreted as a
whole.

The following applies to installations of the X4 Suite in version 6.0.X:

« For Linux systems, replace the path specification Server/wildfly/ by Server/
wildfly-14.0.1.Final/.

« For Windows systems, replace the path specification Server\wildfly\ by Server\wi
1dfly-14.0.1.Final\ and ..\jdk\ by ..\jdk-11\.

® Make sure that the parameters dbHostIp, dbName, dbAdmin, dbAdminPWD, hostIP, portandsS
ID are set based on the used system and database and according to your local configuration.

« Calling the migration tool for MSSQL

o Linux: sudo ../jdk/bin/java -jar de.softproject.x4.database-X.X.X.jar --
x4db /opt/X4/X4DB --jdbc jdbc:sqlserver://
dbHostIp:port;databaseName=dbName -u dbAdmin -p dbAdminPWD

« Windows: ..\jdk\bin\java.exe -jar de.softproject.x4.database-X.X.X.jar
--x4db X4Installation\Server\X4DB --jdbc jdbc:sqlserver://
dbHostIp:port;databaseName=dbName -u dbAdmin -p dbAdminPWD

- Calling the migration tool for Oracle (creation with service name)

o Linux:sudo ../jdk/bin/java -cp "*:/opt/X4/wildflyFOLDER/modules/oracle/
jdbc/main/*" de.softproject.x4.database.Main --x4db /opt/X4/X4DB --jdbc
jdbc:oracle:thin:@dbHostIp:port/oracleServicename -u dbAdmin -p
dbAdminPWD

o Windows: ..\jdk\bin\java.exe -cp de.softproject.x4.database-
X.X.X.jar;X4Installation\Server\wildfly\modules\oracle\jdbc\main\ojdbc8
.jar de.softproject.x4.database.Main --jdbc
jdbc:oracle:thin:@hostIP:port/oracleServicename -u dbAdmin -p
dbAdminPWD

- Calling the migration tool for Oracle (creation with SID)
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o Linux:sudo ../jdk/bin/java -cp "*:/opt/X4/wildflyFOLDER/modules/oracle/
jdbc/main/*" de.softproject.x4.database.Main --x4db /opt/X4/X4DB --jdbc
jdbc:oracle:thin:@dbHostIp:port:SID -u "dbAdmin as sysdba" -p
dbAdminPWD

o Windows: . .\jdk\bin\java.exe -cp de.softproject.x4.database-
X.X.X.jar;X4Installation\Server\wildfly\modules\oracle\jdbc\main\ojdbc8
.jar de.softproject.x4.database.Main --jdbc
jdbc:oracle:thin:@hostIP:port:SID -u "dbAdmin as sysdba" -p dbAdminPWD

« Calling the migration tool for PostgreSQL

« Linux:sudo ../jdk/bin/java -jar de.softproject.x4.database-X.X.X.jar --
x4db /opt/X4/X4DB --jdbc jdbc:postgresql://dbHostIp:port/dbName -u
dbAdmin -p dbAdminPWD

o Windows: ..\jdk\bin\java.exe -jar de.softproject.x4.database-X.X.X.jar
--x4db X4Installation\Server\X4DB --jdbc jdbc:postgresql://
dbHostIp:port/dbName -u dbAdmin -p dbAdminPWD

1.6 Installing the X4 Server on Windows systems

How to install X4 Suite including the components X4 Server and X4 Designer on Windows systems.

& The preferred procedure for installing X4 Suite is to install the individual components
separately:

« Installation and Update on Windows Systems
« Installing, updating and uninstalling the X4 Designer

1. Double-click the installation file X4Setup_R6.x.x_64b1it.exe provided by SoftProject.

@ windows Defender SmartScreen issues a warning when starting the installation. Click
Further Information (Weitere Informationen) and run the installation routine as usual
with Run anyway (Trotzdem ausfiihren).
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Welcome to the X4 Suite Setup
Wizard

- This will install X4 Suite version &.3.0-SNAPSHOT on your

computer,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Suite

© SoftProject GmbH.
All rights reserved.

2. Click Next to enter the installation path.
The X4 Suite is installed under C: \ X4 by default. However, the path can be changed via
Browse.
3. Click Next to select the components to be installed.
4. Select the components to be installed additionally to the X4 Server:
« Designer
« Documentation package in PDF format
5. Click Next to select additional installation tasks:
« Desktop shortcuts for the X4 Suite components
« Install X4 Server as service
6. Click Next to continue.
7. Click Install to start the installation.
The installation will start now.
8. If required select the components to be launched after the installation and click Finish to finish
the installation routine.
The X4 Suite will be installed and the X4 Designer and X4 Server (as service) will start
automatically.
9. Checkif error messages did occur in the server log.
An X4 Server that has been installed and started correctly, will not output any error messages (E
RROR or FATAL)in the server log. This should be the case at the latest after the second X4
Server startup.
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2 X4 Suite Configuration

2.1 Configuring the X4 Server

How to customize the configuration of the X4 Serverto your environment

2.1.1  Startup script parameters and options

The startup script parameters for Windows systems are specified within the start script
startX4.bat.
Since the X4 Suite is installed as service in Linux installations the service file /etc/default/X4-

Server needs to be modified in order to be able to adjust the following parameters.

@ |f the X4 server is installed as a service, the parameters are adapted in the file standalone.c
onf.batinthe subfolder \X4\Server\wildfly\bin of the X4 Suite installation.

2.1.1.1 Java VM Options

Within the start script you can specify how much memory the X4 Server is allowed to use respectively
how much memory is initially reserved:

-Xms start size of the allocated memory

—-Xmx maximum size of the memory

Examples:

Windows systems Linux systems
Example for Windows systems Example for Linux systems
set JAVA_OPTS=%JAVA_OPTS% —-Xms128m JAVA_OPTS="$JAVA_OPTS -Xms128m
-Xmx1024m -Xmx2048m"

2.1.1.2 JMX Server Configuration

We provide a JMX interface for administration purposes. This allows remote systems to access the
JMX'server via port 12233. In addition, the authentication will be disabled by default.

O possible safety risk
Opening the JMX server to public networks poses a great security risk. Make sure that no
unauthorized persons can access the ports!

Examples:
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Windows systems

Example for Windows systems

@set JAVA_OPTS=%JAVA_OPTS%
-Dcom.sun.management.jmxremote.port=
12233

@set JAVA_OPTS=%JAVA_OPTS%
-Dcom.sun.management.jmxremote.authenti
cate=false

@set JAVA_OPTS=%JAVA_OPTS%
—-Dcom.sun.management.jmxremote.ssl=
false

@set JAVA_OPTS=%JAVA_OPTS%
-Dcom.sun.management.jmxremote

2.1.1.3 Custom Placeholders

Linux systems

Example for Linux systems

JAVA_OPTS="$JAVA_OPTS
-Dcom.sun.management.jmxremote.port=122
33"

JAVA_OPTS="$JAVA_OPTS
-Dcom.sun.management.jmxremote.authenti
cate=false"

JAVA_OPTS="$JAVA_OPTS
-Dcom.sun.management.jmxremote.ssl=fals
ell

JAVA_OPTS="$JAVA_OPTS
-Dcom.sun.management.jmxremote"

Java parameter -Dx4.placeholder.PLACEHOLDER=VALUE allows defining custom placeholders

within the X4 Server, see Using Custom Placeholders.

Examples:

Windows systems

Example for Windows systems

@set JAVA_OPTS=%JAVA_OPTS%
-Dx4.placeholder.FTPSERVER=ftp.prod.de

2.1.1.4 Database Configuration

Linux systems

Example for Linux systems

JAVA_OPTS="$JAVA_OPTS
-Dx4.placeholder.FTPSERVER=ftp.prod.de"

If you use a database other than PostgreSQL, the following Java option must be adjusted in the start

script(startX4.bat or startX4.sh):

Database
startup script

MSSOL

@set JAVA_OPTS=%JAVA_OPTS%

-Dx4p.dbType=MSSQL

Adjustments within the Windows

Adjustments within the Linux startup
script

JAVA_OPTS="$JAVA_OPTS
-Dx4p.dbType=MSSQL"
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Database Adjustments within the Windows
startup script

Oracle

@set JAVA_OPTS=%JAVA_OPTS%
-Dx4p.dbType=0racle

® ForOracle 12.2.02the
following additional
adjustment must be made:
set
JAVA_OPTS=%JAVA_OPTS%
-Dhibernate.dialect=org.
hibernate.dialect.Oracle
12cDhialect.

PostgreSQL

@set JAVA_OPTS=%JAVA_OPTS%
-Dx4p.dbType=PostgreSQL

2.1.2  Setting up the Database

« Setting up the Oracle Database
« Configuration for MSSQL and PostgreSOL

2.1.2.1 Setting up the Oracle Database

Adjustments within the Linux startup
script

JAVA_OPTS="$JAVA_OPTS%
-Dx4p.dbType=0racle"

@ For Oracle 12.2.02the
following additional
adjustment must be made:
set
JAVA_OPTS=%JAVA_OPTS%
-Dhibernate.dialect=org.
hibernate.dialect.Oracle
12cDhialect.

JAVA_OPTS="$JAVA_OPTS%
-Dx4p.dbType=PostgresSQL"

If you are using an Oracle database, the following additional settings must be made:

Using the migration/installation tool with Oracle

® Note:

« The migration/installation tool must be run even if no migration of an existing X4 Suite

installation is intended.

« Before running the migration/installation tool, you must first create an empty database

named X4.

- Touse the migration tool (see Updating the X4 Server) with Oracle, the Oracle driver
must be added to the classpath when starting the tool.

« You can find drivers for the corresponding Oracle database under https://
www.oracle.com/database/technologies/appdev/jdbc.html.

Providing the driver as WildFly module

1. Download the corresponding driver under https://www.oracle.com/database/technologies/

appdev/jdbc.html.

2. Create a WildFly module for the JDBC driver. Therefore, create the folder structure oracle\jd

bc\mainunder X4\Server\wildfly\modules\.


https://www.oracle.com/database/technologies/appdev/jdbc.html
https://www.oracle.com/database/technologies/appdev/jdbc.html
https://www.oracle.com/database/technologies/appdev/jdbc.html
https://www.oracle.com/database/technologies/appdev/jdbc.html
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3. Unpack the JDBC driver(e. g.: ojdbc. jar)within the folder structure created above.
4. Create the file module.xml with the following content:

module.xml
<module xmlns="urn:jboss:module:1.5" name="oracle.jdbc"><!-- The namespace
urn:jboss:module:1.5 may differ depending on the WildFly version. -->
<resources>
<resource-root path="ojdbc.jar"/><!-- Enter the file name of the JDBC
driver to be used and which is situated within the specified folder here. -->
</resources>
<dependencies>

<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

The module oracle. jdbc is now available.

Registering the driver within the standalone.xml

To use the driver within the datasources, register the driver within the standalone.xml under X4\Se

rver\wildfly\standalone\configuration\:

<subsystem xmlns="urn:jboss:domain:datasources:5.0">
<datasources>

<drivers>

<driver name="oracle" module="oracle.jdbc"><!-- Enter the module name here -->
<driver-class>oracle.jdbc.driver.OracleDriver</driver-class>
</driver>
</drivers>
</datasources>
</subsystem>

Configuring the datasources

Configure the Oracle datasources within the standalone.xml under X4\Server\wildfly\standalo

ne\configuration\
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<subsystem xmlns="urn:jboss:domain:datasources:5.0">
<datasources>

<datasource jta="false" jndi-name="java:/X4BAM_DS" pool-name="X4BAM_DS" enabled="
true" use-java-context="true'">
<connection-url>jdbc:oracle:thin:@localhost:1521/pluggable-database</connection-

url><!-- Enter the corresponding Host, Port, SID or Service name here -->
<driver>oracle</driver><!-- Enter the driver name here -->
<security>

<user-name>X4SERVER</user-name>
<password>X4</password>
</security>
<statement>
<prepared-statement-cache-size>32</prepared-statement-cache-size>
</statement>
</datasource>
<datasource jta="true" jndi-name="java:/PermissionDS" pool-name="PermissionDS"
enabled="true" use-java-context="true">
<connection-url>jdbc:oracle:thin:@localhost:1521/pluggable-database</connection-

url><!-- Enter the corresponding Host, Port, SID or Service name here -->
<driver>oracle</driver><!-- Enter the driver name here -->
<security>

<user-name>X4SERVER</user-name>
<password>X4</password>
</security>
<statement>
<prepared-statement-cache-size>32</prepared-statement-cache-size>
</statement>
</datasource>
<drivers>

<driver name="oracle" module="oracle.jdbc"><!-- Enter the module name here -->
<driver-class>oracle.jdbc.driver.OracleDriver</driver-class>
</driver>
</drivers>
</datasources>
</subsystem>

Adjusting the Startup parameters
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® For setting up an Oracle database in version 12.2.02, the following Java option must also be
adjusted in the start script:

« Adjustmentin the startX4.bat for Windows systems: set JAVA_OPTS=%JAVA_OPTS%
-Dhibernate.dialect=org.hibernate.dialect.Oraclel2cDialect

« Adjustmentinthe standalone.conf.bat under <X4<\Server\wildfly\bin for
Windows systems where X4 Suite is installed as service: set
JAVA_OPTS=%JAVA_OPTS%
-Dhibernate.dialect=org.hibernate.dialect.Oraclel2cDialect

» Adjustment under /etc/default/X4-Server for Linux systems:
JAVA_OPTS=$JAVA_OPTS -
Dhibernate.dialect=org.hibernate.dialect.Oraclel2cDialect

2.1.2.2 Configuration for MSSQL and PostgreSQL
If you are using a PostgreSQL or MS SQL database, the following additional settings must be made:

Using the migration/installation tool with Oracle

® The migration/installation tool must be run even if no migration of an existing X4 Suite
installation is intended, see Updating the X4 Server.

Before running the migration/installation tool, you must first create an empty database
named X4.

Configuring the datasources

Configure the datasources within the standalone.xml under X4\Server\wildfly\standalone\co
nfiguration)\ as follows:
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<l-- PostgreSQL -->
<datasource jta="false" jndi-name="java:/X4BAM_DS" pool-name="X4BAM_DS" enabled="true
" use-java-context="true">
<connection-url>jdbc:postgresql://localhost:5432/X4</connection-url>
<driver>postgresql</driver>
<new-connection-sql>SET search_path TO X4SERVER;</new-connection-sql>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>x4</user-name>
<password>x4</password>
</security>
<statement>
<prepared-statement-cache-size>20</prepared-statement-cache-size>
<share-prepared-statements>true</share-prepared-statements>
</statement>
</datasource>
<datasource jndi-name="java:/PermissionDS" pool-name="PermissionDS" enabled="true"
use-java-context="true">
<connection-url>jdbc:postgresql://localhost:5432/X4</connection-url>
<driver>postgresql</driver>
<new-connection-sql>SET search_path TO X4SERVER;</new-connection-sql>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>x4</user-name>
<password>x4</password>
</security>
<statement>
<prepared-statement-cache-size>20</prepared-statement-cache-size>
<share-prepared-statements>true</share-prepared-statements>
</statement>
</datasource>
<l-- MSSQL -->
<datasource jndi-name="java:/PermissionDS" pool-name="PermissionDS" enabled="true"
use-ccm="true">
<connection-url>jdbc:sqlserver://localhost:1433;databaseName=X4</connection-url>
<driver>sqlserver</driver>
<transaction-isolation>TRANSACTION_READ_COMMITTED</transaction-isolation>
<pool>
<min-pool-size>5</min-pool-size>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>x4s</user—-name>
<password>x4</password>
</security>
</datasource>
<datasource jta="false" jndi-name="java:/X4BAM_DS" pool-name="X4BAM_DS" enabled="true
" use-ccm="true">
<connection-url>jdbc:sqlserver://localhost:1433;databaseName=X4</connection-url>
<driver>sqlserver</driver>
<transaction-isolation>TRANSACTION_READ_COMMITTED</transaction-isolation>
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<pool>
<min-pool-size>5</min-pool-size>
<max-pool-size>20</max-pool-size>

</pool>

<security>
<user-name>x4s</user-name>
<password>x4</password>

</security>

</datasource>

<drivers>

<driver name="postgresql" module="org.postgresql">
<driver-class>org.postgresql.Driver</driver-class>

</driver>

<driver name="sqlserver" module="com.microsoft.sqlserver">

<driver-class>com.microsoft.sqlserver.jdbc.SQLServerDriver</driver-class>
</driver>

</drivers>

& Thestart script must also be adapted. These are documented in Startup script parameters
and options.

2.1.3  Scheduling configuration (schedule.xml)

Inthe element <schedule> within the file <X4>\X4DB\0\schedule.xml schedules which allow the
scheduled execution of X4 processes are managed.

@ Schedules are defined within the Properties view of the X4 Designerusing the
property Schedu'le.
If you want to edit the configuration file schedule.xml manually, e.g. in order to define
process that will be executed when starting the server, first shut down the X4 Server.

Otherwise, your changes will be overwritten automatically when shutting down the X4 Server
for the next time.

2.1.3.1 Scheduled execution

Each element <process> defines a schedule for an X4 process using the following attributes:

<process> as child of the id Path to the X4 process in the repository
element <schedule> >
<startup> Possible values: Any relative path including the

user folder(e.q. 1/Project/Process.wrf)
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b1

instances

<process> as child of the id
element <schedule>

startTime

period

endTime

executionCount

2.1.3.2 Execute at the Server startup

Number of process instances to be executed on
server startup (only for <process> elements

within the element <startup>)

Possible values: Any positive integer number

Path to the X4 process in the repository

Possible values: Any relative path including the
user folder(e.q. 1/Project/Process.wrf)

First date/time to execute the X4 process

Possible values: Any date/time in the
fOHﬂatYYYY—MM—DDTHH:mm:ss(&g.2010—01—13
721:03:13)

Period of time between two scheduled process
executions(optional)

Possible values: Any expression following the
Regex pattern \d+[smhdwMy], wheres, m, h,
d, w, Mandy areseconds, minutes, hours, days,
weeks, months and years (e.qg. 2d)

End date/time after which the X4 process will no
longer be executed (optional)

Possible values: Any date/time in the
fOHnatYYYY—MM—DDThh:mm:ss(eg.2011—01—13
710:03:13)

Limit the number of executions of an X4 process
(optional)

Possible values: Any integer number

All processes, defined in an optional element <startup> (as first element within the root elements),
are executed when starting the X4 Server(attributes see above).

2.1.3.3 Example

Excerpt fromthe schedule.xml that specifies a process that will be executed on the server startup
with two instances, and two scheduled X4 processes:
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<schedule>
<startup><process id="1/Project/requestListener.wrf" +dinstances="2"/></startup>
<process id="1/Project/Folder/Process.wrf" startTime="2014-05-31T14:00:00"
period="1M" executionCount="100"/>
<process id="1/Project/Folder/Process.bpm" startTime="2014-01-13T10:00:00"
endTime="2015-01-15T10:00:30" period="2h"/>
</schedule>

2.1.4  Configuring via the X4config.xml

The global configuration file X4config.xml allows you to change various setting of the X4 Server.

2.1.4.1 iXServ configuration

Within the element server > services> of the X4config.xml you can enable and disable different
X4 Server services.

<snmpagent> Enable SNMP (Simple Network Management Protocol). A properly configured
SNMP Trap Appender is required, see SNMP trap appender.

Possible values:

« on: Enable SNMP service

« off: Disable SNMP service (default)

<sms> Enable short message service via SMS(Short Message Service) via serial
interface

Possible values:

« on: Enable SMS interface

. off: Disable SMS interface (default)

<scheduler> Enable the scheduling service to execute X4 processes

Possible values:

« on: Enable scheduling service (default)

« off: Disable scheduling service
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<quartzschedule Enable a CRON-based X4 Scheduler component to execute X4 processes
r> scheduled

Possible values:

« on: Enable X4 Scheduler component (default)

« off: Disable X4 Scheduler component

<jcoserver> Enable SAP Java Connector service

Possible values:

« on: Enable JCo service

« off: Disable JCo service (default)

2.1.4.2 SNMP configuration

Within the element <snmp> of the X4conf-ig.xml you can configure various settings for the Simple
Network Management Protocol(SNMP). MIB files that are required therefore can be requested at the
SoftProject support team.

<readCommunity> Configure the SNMP Read-only Community String
Possible values: pub1ic: Public(default)

<writeCommunity Configure the SNMP Write Community String
> Possible values: private: Private (default)

<agentPort> Port at which the SNMP agent listens
Possible values:

« Anyinteger number
« 10161: Port 10161(default)

<version> Used SNMP version
Possible values:

o 1: Use SNMP version 1
« 2: Use SNMP version 2 (default)
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2.1.4.3 Configuring the Placeholder Storage for X4 Server

A placeholder storage is configured within the file X4config.xml. The root element x4 can be added
aplaceholder element where the configuration is made.

<placeholder>
<storage>
<class>example.PlaceholderStorage</class><!-- Fully qualified class name of
the implementation to be used. -->
<config /><!-- Optional and depending on the placeholder storage
implementation. -->
</storage>
</placeholder>

Available Placeholder Storages

The following three placeholder storages are available by default:

Name Class name Description

Properties Placeholder  de.softproject.integration.engin Placeholders are stored in Properties

Storage e.placeholder.PropertiesPlaceho files in the file system. The directory
IderStorage containing the files is configurable.

SOL Placeholder Storage de.softproject.integration.engin Placeholders are stored in an SOL
e.placeholder.SQLPlaceholderSt database. The target database is
orage configurable.

In-Memory Placeholder  de.softproject.integration.engin Placeholders are stored in main

Storage e.placeholder.InMemoryPlacehol memory and are therefore NOT
derStorage persistent. If no or no valid placeholder
storage is defined, it will be used as
fallback.

Properties Placeholder Storage Configuration

The directory where the Propert-ies files are located can be defined within the config element as
follows:

<placeholder>
<storage>
<class>de.softproject.integration.engine.placeholder.PropertiesPlaceholderSto
rage</class>
<config>
<path>C: /X4 /PlaceholderStorage/</path>
</config>
</storage>
</placeholder>
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SQL Placeholder Storage Configuration

The database to be used can be defined within the config element as follows:

& The corresponding tables must exist in the X4Server schema!

<placeholder>
<storage>
<class>de.softproject.integration.engine.placeholder.SQLPlaceholderStorage</
class>
<config>
<jndi>java:/X4BAM_DS</jndi>
</config>
</storage>
</placeholder>

2.1.4.4 PDP Configuration and Usage

PDP (Policy Decision Point)is the central Server component for authorization check. All defined
access authorizations are passed to the PDP, which decides whether the logged-in user has the
required authorizations or not.

In the following it is described how a PDP is configured based on the restconfig. xml.

General Configuration

The PDP configuration is made within the X4config.xml. A pdp element can be added within the root
element x4, where the actual configuration is made. Since only one PDP can exist an the server, the
PDP implementation to be used is defined here. The PDP can not be changed at run-time.

<pdp>

<class>example.PDP</class><!-- full qualified class name of the implementation to
be used -->

<config /><!-- optional and depending on the placeholder storage implementation -->
</pdp>

Available PDP Implementations

The following three PDP implementations are available by default:

Name Class name Description
URM Permission PDP  de.softproject.integration.pdp. Authorization-based check: The
URMPermissionPDP implementation compares the requested

application and action authorization with
the permissions defined within the User
Management (URM)(pepApp = URM Module
& pepAction = URM Permissions).
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Name Class name Description
Passthrough de.softproject.integration.pdp. This PDP allows to access the resource for
PassthroughPDP each authorization check.

Configuration: URM Permission PDP / URM Role PDP / Passthrough

The PDP implementation doesn't require any further configuration. Thus, the conf+ig element is not
needed.

Sample Configuration for URM Permission PDP:

<pdp>
<class>de.softproject.integration.pdp.URMPermissionPDP</class>
</pdp>

pepAction Expressions

Itis possible to perform complex action checks. AND operation, OR operation, negation and the
bracketing of expressions are thereby possible. Actions separated by space are always linked with
AND.

URM Permission PDP

When using the URM Perssions PDP, the pepAction consists of objecttype:actionand is also checked
in PDP against the object types and actions defined in the User Management.

Example: group:1list | group:administer -The user gets access, if he has either the action I7st
or administeron the object type group.

2.1.4.5 Configurations for X4 Activities Classic

E-mail Configuration

Within the element <portal>/<mail> the parameters for sending "Can't access" e-mails are
configured as follows:

& Note that the element<portal><mail> hasto be inserted after the <server> element and
before the <bam> respectively the <xstore> elements.
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<x4>
</server>
<portal>
<mail>
<sender>test@sp.de</sender>
<from>test@sp.de</from>
<login>test@sp.de</login>
<password>1234</password>
<smtp>smtp.sp.de</smtp>
<smtpPort/>
</mail>
</portal>
<bam>
</bam>
<xstore>
</x4>

Extension Points Configuration

Applications using the User Management often need to store additional user data into their business
model in order to depict specialized information. If a change is performed within the User
Management, the user data also has to be adjusted. To solve this problem, the so-called extension
points are used. Thus, whenever a create, update, or delete operation is performed, previously
configured technical processes can be executed which will refresh the data of the business model.

Within the element <urm>/<extensionPoints> extension points are configured as follows:

& Note that the element <u rm>/<extensionPoints> hasto be inserted after the <server> ele
ment and before the <bam> respectively the <xstore> elements.
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<x4>
</server>
<urm>
<extensionPoints>
<client id="1">
<object type="user">
<operation name='"create">
<process>MyProject\insertOperator.wrf</process>
</operation>
<operation name="update">
<process>MyProject\updateOperator.wrf</process>
</operation>
<operation name="delete">
<process>MyProject\deleteOperator.wrf</process>
</operation>
</object>
</client>
</extensionPoints>
</urm>
<bam>
</bam>
<xstore>
</x4>

An element <client> encloses the client configuration. The attribute id specifies the name of the
client folder(e.g. 1). Within the element <client> configurations for the single object types can be
made.

The configuration for the object type is enclosed by an <object> element, whereby the
attribute type specifies the object type. The following object types are available:

user Contains operations on user objects and the assignment of
groups and roles to the respective user.

group Contains operations on group objects and the assignment of roles
to the respective group.

role Contains operations on role objects and the assignment of
permissions to the respective role.

persmission Contains operations on permission objects(only create and
delete possible).

The element <operation> contains processes to be executed within the respective client. An
element <operation> should only contain a <process> element. The attribute name within the
element <operation> defines the operation for which the respective process is to be invoked.
Technical processes can be invoked with the following operations:

« create: Anew object is created within the database.
» update: An already existing object is updated within the database.
« delete: An already existing object is deleted within the database.
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Within the element <process> the path to the process to be invoked is defined. The
process updateOperator.wrf would be invoked, if a user(object type="user")was updated

(operation name="update").

2.1.4.6 LDAPS Configuration

To allow self-signed certificates for LDAPS, the path to the trust store and the corresponding
password must be specified in the configuration file X4config.xml via the elements <trustStore>

and <trustStorePassword>.

<x4>
<webContainerURL/>
<trustStore>TrustStore path</trustStore>
<trustStorePassword>TrustStore password</trustStorePassword>

<logging/>

</x4>

2.1.5  Configuring the Logging

How to configure the X4 Server's logging behavior.

2.1.5.1 Logging for the X4 Server and for X4 BAM

The logging for the X4 Server is configured within the global configuration file X4config.xml. The
following parameters can be defined:

Sample logging configuration

<logging file="off" http="off" controlCenter="1info" datalLog="off" async="true"
queueSize="100000"/>
<savepoint storage="database'"></savepoint>

Parameters of the element logging:

Attribute Description
file Defines whether technical events are logged to the log file

Possible values:

« off: Technical events are not logged to the log file (default)
» on: Technical events are logged to the log file
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Attribute
http

controlCenter

datalog

async

queueSize

Description
Defines whether HTTP logging is enabled

Possible values:

« off: HTTP logging is disabled (default)
« on: HTTP logging is enabled

Defines the logging strategies for technical events
Possible values:

« off: Technical events are not logged to the X4 Control Center

« on: Only process events are logged to the X4 Control Center

« info: Process events and events triggered by component executions are
logged to the X4 Control Center (default)

« error: Only component executions with negative return value are logged
to the X4 Control Center

Defines whether business data logged with the X4 BAM Logging adapter are
logged to the X4 Control Center
Possible values:

« off: Business data are not logged to the X4 Control Center (default)
» on: Business data are logged to the X4 Control Center

Defines whether messages are logged asynchronously or synchronously
Possible values:

« true: Messages are logged asynchronously to the database
« false: Messages are logged synchronously to the database (default)

Defines the maximum number of messages waiting for asynchronous
processing

Possible values:

« Integer> @
. 50.000(default)

® If the queueis full, all following processes that want to write messages
must wait.

® If the element logging is not set in the X4config.xml no technical and business data are

logged.

Parameters of the element savepoint:
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Attribute Description
storage Defines the storage location for the processing of save points within the X4
Server

Possible values:
« filesystem: Save points are written to the file system, to the server

directory savepoints
+ database: Save points are written to the X4 system database

@® If the element savepoint is not set within the X4config.xml, no save points are saved.

Sample configurations

« X4 Server without logging to the X4 system database

<logging file="on" controlCenter="off" datalLog="off" />
<savepoint storage="filesystem" />

® Using this setting, technical events are written to the log. Events of the X4 BAM
Logging adapter are not written to the log file to prevent the log file of being filled
excessively. Save points are written to the server directory savepoints.

« X4 Server with logging to the X4 system database

<logging file="off" controlCenter="info" datalLog="on" />
<savepoint storage="database" />

® Using this setting all process and component executions are logged to the X4 system
database. Events of the X4 BAM Logging adapter are logged to the same database, as
well as save points.

2.1.5.2 HTTP Logging

Event Description Log category
Request received Will be triggered, if an HTTP request was  x4.log.http.received
accepted.

Routing unsuccessful Will be triggered, if novalid processingwas x4.log.http.routing.uns
found for an HTTP request (e.g. no process uccessful
has been declared, or missing
authorization).

Routing successful  Willbe triggered, if avalid processingwas x4.log.http.routing.suc
found foran HTTP request. If itis a process cessful
execution, it will start after the event.
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Event Description Log category

Process ended Will be triggered, if the process for which  x4.log.http.processend
the request has been executed, is finished.

Request finished Will be triggered after the processing of an x4.log.http.finished
HTTP request was finished, i.e. the
response was transferred to the HTTP
serverin order to be sent to the caller.

The possible event chains are the followings:

1. Therequest can't be forwarded for processing:
* Request received
* Routing unsuccessful
* Request finished

2. Therequest can be forwarded for processing and triggers an X4 process:
» Request received
* Routing successful
« The processis executed and is traceable via Tech logging
* Process ended
* Request finished

3. Therequest can be forwarded for processing, but doesn't trigger any X4 process (e.g. a File
Service)
» Request received
* Routing successful
* Request finished

2.1.5.3 SNMP trap appender

As an extension for Log4j you can use an appender for Simple Network Management Protocol (SNMP)
traps. It allows to output log events as formatted string to a specific Management Host as an SNMP
trap.

To generate SNMP traps it is required to configure an SNMP trap appender for Log4j, and to assign a
corresponding category to the appender.

2.1.5.4 Audit Trail for the User and Rights Management
The Audit trail feature allows to track all user actions performed within the User Management.

To use this function, the following handlers and loggers need to be specified in the configuration file
Standalone.xml within the element <subsystem xmlns="urn:jboss:domain:logging:3.0">:
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Handler

<periodic-rotating-file-handler name="URM_AUDIT_LOG" autoflush="true">
<formatter>
<pattern-formatter pattern="%d{yyyy-MM-dd HH:mm:ss,SSS} %-5p %s%e (%t)%n'"/>
</formatter>
<file relative-to="jboss.server.log.dir" path="urm_audit_log.log"/>
<suffix value=".yyyy-MM-dd" />
<append value="true"/>
</periodic-rotating-file-handler>

Logger

<logger category="de.softproject.portal.urm">
<level name="INFO"/>
<handlers>
<handler name="URM_AUDIT_LOG"/>
</handlers>
</logger>

2.1.5.5 Ad Hoc Logging During Runtime

For extended error analysis, the X4 Server now allows to log the output of individual process steps
during process runtime. It is neither necessary to change the .wrf file of the respective technical
process nor to restart the server. Moreover, conditional logging for sub-processes is enabled, e.qg. if a
sub-process has been called by a particular main process.

Configuration

The logging behavior can be controlled via the tracelog.properties file under X4\Server\X4DB\0.
Here, you can find the expected format, if you want to address a process or process step and to
enable logging:

» Logging single process steps: Single process steps to be logged can be specified using the
following pattern: <User>/<Process_path>/<ActionID> = 1

« Conditional logging of sub-process steps: Single process steps of a sub-process to be logged,
if the process is called by a certain parent process, can be specified using the following
pattern: <Executing_User>/<Path_Parent_Process>/<User>/<Path_Subprocess>/
<ActionID> = 1

The log output corresponds to the content of Log4Jlogging on a transition, i.e. the status,
respectively the data of the last process step are logged via Log4dJ. The Log4dJlogger
de.softproject.integration.logging.integrated.TraceLogandthe Log4d loglevel INFO are
used for logging.

If changes have been made to the tracelog.properties file, the configuration must be reloaded.
The reload of the configuration file can be initiated easily via the Administration interface within X4
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Control Center. To do this, click on the operation reloadTraceLogSettings under Administration > X4
Management.

Sample Configurations

Logging Single Process Steps

Sample configuration for logging a certain process step

1/Test/Log/logtest.wrf/2 = 1

Explanation

Logging is enabled for:

» Userz
« Process Test/Log/logtest.wrf
» Process component with Action ID 2

Conditional Logging of Sub-process Steps

Sample configuration for conditional logging of subprocess steps

1/Test/Log/logtestParent.wrf/1/Test/Log/logtestSub.wrf/2 = 1

Explanation

Logging is enabled for:

« UseriI
« Process Test/Log/logtestSub.wrf
« Process component with Action ID 2

Condition:

« Process Test/Log/logtestParent.wrfwas executed by
» User1i

2.1.6 Configuring the production mode
As the most common way to improve the performance, the X4 Serverprovides a production mode.
Thereby, the caching for the repository is activated.

1. Inthe central configuration file X4config.xml set the value of <productionMode> to on.
2. Restart the X4 Server, see Controlled shutdown of the X4 Server (via JMX).
The production mode respectively the caching is enabled after the restart.
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® Please note:

« Todisable the production mode, set the value of <productionMode> back to offand
restart the server.

« To edit the repository during the production mode, e.q if you want to modify processes
and schedules, it is not required to restart the X4 Server.

2.1.7  Managing the X4 Designer Access

How to create and manage users for the X4 Designer

2.1.7.1 Configuration file tblAccess.xml

Within the element <permissions> in the file <X4>\X4DB\0\tblAccess.xml all users(clients) of the
X4 Designer are managed.

Auser has individual access data to log in to the X4 Server via X4 Designer, and also an individual user
repository.

User configuration

Each element <user> contains user information within the following child elements:

<id> User ID which is equivalent to the user repository folder name

Possible values: ASCII string without special characters or
whitespaces(4a-zz 6-9); due to legacy compatibility in most
cases an integer number(e. g. 1)

<login> Unique user name

Possible values: ASCII string without special characters or
whitespaces(4a-zz 0-9)

<password> MD5-hashed password, see Passwort verschlisseln

Possible values: Any MD5-hashed password (lowercase letters
must be converted to uppercase)

<firstName> First name of the user

Possible values: Any string

<secondName> Last name of the user

Possible values: Any string
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<groups> Assigns the user to a group; contains at least 1element
<group> that contains the user group ID

Possible values: Any group ID(e. g. 1)

<sharing> (no function)

Group configuration

Within the element <group> a default user group is defined. Within the element <server> various
modules and functions are configured.

& Never change the values within the element <server>!

Example
Excerpt from the tb1lAccess.xml with a default user configuration:

<user>
<id>1</49d>
<login>demo</login>
<password>FEO1CE2A7FBAC8FAFAED7C982A04E229</password>
<firstName>Test</firstName>
<secondName>Tester</secondName>
<groups>
<group>1</group>
</groups>
<sharing>
<groups>
<group>1</group>
</groups>
</sharing>
</user>

2.1.7.2 Creating users

The element <permissions> within the file <X4>\X4DB\0\tblAccess.xml is used to manage all
users of the X4 Designer.

@ New users, groups and user repositories will only be available after restarting the X4 Server.

1. In <X4>\X4DB\0\tblAccess.xml copy an already existing element <user> with all its child
elements and insert it within the element <users>.
2. Change the userinformation:
« Enteranew user ID within the element <id>, see Configuration file tblIAccess.xml.
Example: 2 or TestRepository
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« Enter aunigue user name within the element <login>.
« Create an MD5-encrypted password for this user, see Passwort verschlisseln.
« Change other user information if necessary
3. Create anew userrepository folderin <X4>\X4DB\ whose name corresponds to the user ID.
Example: If in <x4>\X4DB\0\tblAccess.xml ausere with the ID 101 has been created, a
repository folder <X4>\X4DB\ 101 must be created.
4. Restart the X4 Server, see Controlled shutdown of the X4 Server (via JMX).

2.1.7.3 Encrypting the password

If you create a new user, normally you will need a new password to be stored encrypted within the file
<X4>\X4DB\O\tb1lAccess.xml.
1. Encode the plain text password bytewise as UTF-8.
2. Generate an MD5 hash of the UTF-8 string.
3. Transform the MDb bytes by hexadecimal spelling into a string.
4. If required: convert lowercase letters within the MDb string to uppercase.
The password is now in the expected format.
5. In <X4>\X4DB\0\tblAccess.xml insert the password for the corresponding user within
the element <password>.

2.1.8  Securing the X4 Control Center Access

& Ppotential vulnerability
With the X4 Suite's trial installation, two X4 Control Center users demo and admin are
included. When turning the system into a productive system, this may pose a potential
security vulnerability. It is obligatory to secure these user accounts.

You have two possibilities to secure the demo users:

1. Change the access data of the two users
2. Deactivate the user demo

2.1.8.1 Creating a New User with Administrator Permissions

Loginto the X4 Control Center with demo user adminand password demo.
Open the User Managementby clicking the corresponding tab.
Create a new user by clicking on Create user.
Enter the user information within the User properties:
+ in User name the user's name
« inFirst name the users first name
+ inLast name the users last name
« in E-mail address the user's e-mail address
« in Passwort the corresponding password
- with Active activate the user

FAODN
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Assign the user to the default group Administrators and to other groups, if necessary. Select
the group from the list of available groups and click on Assign.

If necessary, assign the user an application-specific role. Select the role from the list of
available roles and click on Assign.

Click on Save to save the settings and to create the user.

The new user with administrator rights has been created.

2.1.8.2 Changing the Demo Users' Access Data

1.

W

10.

Make sure that you have created a new user within X4 Control Center's User Management with
administrator permissions.
Loginto the X4 Control Center as user having administrator permissions.
Select the demo user admin within the User Management, in order to edit the user information.
Enter the new user information within the User properties:

+ in User name the user's name

« inFirst name the users first name

+ inLast name the users last name

« in E-mail address the user's e-mail address

- in Passwort the corresponding password

« with Active activate the user
Assign the user to the default group Administrators and to other groups, if necessary. Select
the group from the list of available groups and click on Assign.
If necessary, assign the user an application-specific role. Select the role from the list of
available roles and click on Assign.
Click on Save to save the settings.
Select the second demo user demo within the user overview, in order to edit the user
information.
Repeat the steps 3-5.
Click on Save to save the settings.
The access data of the two demo user has been changed.

2.1.8.3 Deactivating the Demo Users

FAWADN -

2.1.9

2.1.9.1

Loginto the X4 Control Center as user having administrator permissions.
Select the user demo within the user overview.

Deactivate checkbox Active.

Click on Save to save the settings.

The user has been deactivated.

Enabling SSL and HTTPS for X4 Server

Securing the X4 Server per HTTPS/SSL

To configure SSL and make it available via HTTPS, make the following changes in <wWildFly>\standa

lone\configuration\standalone.xml.
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1. Add a new security realm for SSL in <server><management><security-realms>:

Example

<security-realm name="SSLRealm'">
<server-identities>
<ssl>
<keystore path="softproject.keystore"
alias="softproject" keystore-password="123456" />
</ssl>
</server-identities>
</security-realm>

2. Addan HTTPS listenerin <server><profile><subsystem

xmlns="urn:jboss:domain:undertow:10.0">:

<server name="default-server">

<https-listener name="default-https-ssl" socket-binding="https" security-
realm="SSLRealm" enable-http2="true"/>
</server>

3. In<server><interfaces>, add the following interfaces:

<interfaces>
<interface name="management">
<any-address/>
</interface>
<interface name="public'">
<any-address/>
</interface>
</interfaces>

4. Save the configuration file and restart X4 Server.
WildFly application server is now accessible via https://localhost:8443/.

2.1.9.2 Securing the WildFly Management Console via HTTPS/SSL

To additionally secure the Management Console via HTTPS/SSL, in <WildFly>\standalone\config
uration\standalone.xml make the following changes
1. Add a new server identity definition for SSL in <server><management><security-

realms><security-realm name="ManagementRealm">
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Example

<server-identities>
<ssl>
<keystore path="softproject.keystore" relative-to="jboss.server.config.
dir"
keystore-password="123456" alias=" softproject"/>
</ssl>
</server-identities>

2. Addanew serveridentity definition for SSL in <server><management><security-

realms><security-realm name="ApplicationRealm">,

Example

<server-identities>
<ssl>
<keystore path="application.keystore" relative-to="jboss.server.config.
dir"
keystore-password="123456" alias="application" key-password="123456"/>
</ssl>
</server-identities>

3. Modify the HTTP interface's socket binding to HTTPS in <server><management><management

-interfaces>:

<management-interfaces>
<http-interface security-realm="ManagementRealm" http-upgrade-enabled="true
H>
<!--<socket-binding http="management-http"/>-->
<socket-binding http="management-https"/>
</http-interface>
</management-interfaces>

4. Save the configuration file and restart X4 Server.
The WildFly management console is now available via https://localhost:9993/.

2.1.9.3 Deactivating HTTP Connection for WildFly

To deactivate HTTP connections for WildFly, make the following changes in <wildFly>\standalone

\configuration\standalone.xml:

1. Make sure that HTTPS/SSL has already been enabled for WildFly application server, and that
the WildFly management console was secured via HTTPS/SSL (see above).
2. Modify the remote connector for HTTPS in <server><profile><subsystem

xmlns="urn:jboss:domain:remoting:3.0">:
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<http-connector name="http-remoting-connector" connector-ref="
default-https-ssl" security-realm="ApplicationRealm"/>

3. Modify the extension name in <server><extensions>:

<extension module="org.wildfly.extension.messaging-activemq"/>

4. In<server><profile><subsystem xmlns="urn:jboss:domain:messaging-activemq:
1.0"><server name="default">, change elements <http-connector>and <http-
acceptor>to HTTPS:

Example

<http-connector name="http-connector" socket-binding="https"
endpoint="http-acceptor"/>
<http-connector name="http-connector-throughput" socket-binding="https"
endpoint="http-acceptor-throughput">

<param name="batch-delay" value="50"/>
</http-connector>
<http-acceptor name="http-acceptor" http-listener="default-https-ssl"/>
<http-acceptor name="http-acceptor-throughput"
http-listener="default-https-ssl1">

<param name="batch-delay" value="50"/>

<param name="direct-deliver" value="false"/>
</http-acceptor>

5. Remove the socket binding for HTTP in <server><socket-binding-group>:

Example

<socket-binding-group name="standard-sockets" default-interface="public"
port-offset="${jboss.socket.binding.port-offset:0}">
<!--<socket-binding name="management-http" interface="management"
port="${jboss.management.http.port:9990}"/>-->
<socket-binding name="management-https" interface="management"
port="${jboss.management.https.port:9993}"/>
<socket-binding name="ajp" port="${jboss.ajp.port:8009}"/>
<!--<socket-binding name="http" port="${jboss.http.port:8080}"/>-->
<socket-binding name="https" port="${jboss.https.port:8443}"/>
<socket-binding name="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>

</outbound-socket-binding>

</socket-binding-group>

6. Save the configuration file and restart X4 Server.
Wildfly is from now on only available viahttps://localhost:8443/.
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2.1.9.4 Creating a Self-signed Java Certificate

For testing purposes, to create your own Java certificate perform the following steps:

1. Inthe WildFly configuration folder (typically wildfly\standalone\configuration) create a
self-signed certificate with the Java keytool using the following commands:

keytool -genkey -alias softproject -keyalg RSA -keystore softproject.keystore
-validity 365
keytool -genkey -alias application -keyalg RSA -keystore application.keystore
-validity 365

Files softproject.keystoreand application.keystore are generated in the WildFly
configuration folder.
2. Modify the WildFly configuration for SSL as described above.
3. Check certificates in the Java keystore, and import non-existing certificates from the
certificate hierarchy, if required.
Example: With Mozilla Firefox, certificates can be displayed and exported in a convenient way.
4. Import your exported certificates into the Java keystore.

C:\Program Files\Java\jdk-11\bin>keytool -keystore ..\jre\lib\security\cacerts
-importcert -alias godaddysecurecertificateauthority-g2 -file

C:
\Users\SoftProjectAdmin\Desktop\Installation\GoDaddySecureCertificateAuthority-
G2.crt

C:\Program Files\Java\jdk-11\bin>keytool -keystore ..\jre\lib\security\cacerts
-importcert -alias softproject -file
C:\Users\SoftProjectAdmin\Desktop\Installation\softproject.crt

2.1.9.5 Configuring X4 Server for HTTPS

1. Instartup script startX4.bat or startX4.sh, change the values of the following lines:

JAVA_OPTS=%JAVA_OPTS% -Dx4p.x4.httpsPort=443
JAVA_OPTS=%JAVA_OPTS% -Dx4p.x4.secure=true

2. InX4config.xml, change the web container URL:
<webContainerURL>https://<Hostname>:localhost</webContainerURL>

2.1.10  Server configuration for X4 Activities

Within the global X4 Server configuration, settings are made which are equal for all X4 Activities
applications per server instance.
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Available configuration options

Key Description

x4p.x4.host  Host name of the X4 Server, which serves as destination server
for X4 ReST calls performed by X4 processes

x4p.x4.httpPo HTTP port of the X4 Server, which serves as destination server
rt for X4 ReST calls performed by X4 processes

Xx4p.x4.httpsP HTTPS port of the X4 Server (if SSL is activated within the
ort application server)

Note: Required, if the communication via HTTPS is activated.

Xx4p.x4.secure Activates SSL for the HTTP communication

o true: Communicate with the X4 Server viaHTTPS

(optional)
« false: Donotuse HTTPS (default)
Xx4p.login. Display the link Forgot password / Can't Access in the Login
showCantAcc application (optional)

essLink

» true: Display the link Forgot password / Can't Access

« false: Hide the link Forgot password (default)
x4p.login.ena Allows the user to display the password during the login in plain

blePlainPass text(optional)
word

» true: Password can be displayed in plain text

« false: Only a default password field is displayed (default)

2.2  Configuring the X4 Designer

How to customize the appearance and behavior of the X4 Designer

2.2.1  Editing the connection configuration

Example

-Dx4p.x4.host=loc
alhost

-Dx4p.x4.httpPort
=80

-Dx4p.x4.httpsPo
rt=443

-Dx4p.x4.secure=
true

-Dx4p.login.show
CantAccessLink=t
rue

-Dx4p.login.enabl
ePlainPassword=t
rue

Connection profiles with the respective profile data can be stored under Connection.

1. Select menu Tools> Options.
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2. Onthe left side, double-click X4 Designer, and select Connection to open the connections
configuration.

w . Preferences O x
| type filter text Connection e~ T
General
Help Connection Profiles: Connection Properties
JSOM Editor ¥4 Server (Default) Profiles | X4 Server |
Validation Server: | localhost |

w #4 Designer

Connection Port: 8020 []ssL

File Templates

. . Prowy Settings...
Mapping Editor
Process Editor User: | demo |
Run/Debug Password: | [TTT) |
AML
Color: |:|
Add | Remove | Default Save Password Test Connection

Apply

Apply and Close Cancel

3. Make the required connection settings:
« Profile: Name of the connection profile (arbitrary)
- Server: |IP address or host name of the X4 Server(Example: localhost)
» Port: Port number
« Proxy Settings: Default settings for proxy servers and your internet connection
« User: Name of the repository user
» Password: Corresponding password
« Color: Color for the connection setting (optional)
@ The color will be displayed in the X4 Designer's status bar on the next connect and
helps you to differentiate between different X4 Servers.
4. Click Test Connection to check if the connection functions properly.
5. Click Apply and Close to save the configuration and close the window.

2.2.2  Configuring the Process Editor

Under Process Editor, settings for the representation of processes can be stored.

1. Select menu Tools> Options.
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2. Onthe left side, double-click X4 Designer, and select Process Editor to open the Process
Designer configuration.

w. Preferences O *
|t‘.~"PEﬁ|tE"t"=><t | Process Editor oo T -
General
Help Default Process Properties View
JSON Editor Can Stop Show grid and snap to grid
Validation Stop on Error ] Show component label
v #4 Designer In Service [] Show file extension
Connection

. [Jinstance Limit 0 rOCESSEs
File Templates P

Mapping Editor

Process Editor

Run/Debug
KML

@ B —A—@ =

Start XML Transform Adapter Stop

[1] st

l_jl -,_]-1
[

Subprocess Transfer

Restore Defaults Apply

Apply and Close Cancel

3. Edit default behavior and properties of new processes in Default Process Properties:
« Can Stop: Allows the process to be terminated
« Stop on Error: Cancels process execution automatically when an error occurs
« Public/Private: Process is executable
« Instance Limit: Limit the number of process instances
« Show grid and snap to grid: Display a grid and align all symbols to the grid lines
- Show component label: Display a text label below process component symbols
- Show file extension: Show process components with their file extensions (deactivated
by default)
4. Click Apply and Close to save the configuration and close the window.

2.2.5  Configuring the Run/Debug Mode

You can define the behavior of processes when they are run or debugged in the X4 Designer.
1. Select menu Tools > Options.
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2. Onthe left side double-click X4 Designer, and select Run/Debug to open the configuration.

w Preferences . *
| type filter text | Run/Debug = T
General
Help [1Enable debug steps delay 0
J50N Editor
Validation Debug Stepping Mode
~ X4 Designer (®) Step Ower
Connection (O Step Into

File Ternplates
Mapping Editor

Process Editor [+] Break on Entry (Main Process only)
Run/Debug [[] Save automatically on Debug
XML

[] save automatically on Run

When starting ancther debug session ...
(O Always abort active debug session
() Mever abort active debug session

(®) Always prompt

Restore Defaults Apply

Apply and Close Cancel

3. Make the required settings:
- Enable debug steps delay: Define the delay (in milliseconds) between each run process
step in debug mode
The delay is only applied, if the process execution is continued via Resume.
Debug Stepping Mode: Default appearance of debugged process steps:
« Step Over: Execute steps and debug each sub-process as one step
« Step Into: Execute steps, jump into sub-processes, and display each sub-process
action in debug mode
Break on Entry (Main Process only): Stop debugging after executing the first process
action
Save automatically on debug: Save the process automatically before debugging
« Save automatically on run: Save the process automatically before running
« When starting another debug session: The debugger's bahaviour when another
debugging session is already active:

« Always abort active debug session: The active debugging session will be aborted,
and a new debugging session will start immediately.

« Never abort active debug session: The active debugging session will never be
aborted when trying to start another session (the active session must be aborted
manually by the user).

« Always prompt: When starting debug mode you will be prompted to abort.

O1he debugging can always be restarted via the F4 key.
4. Click Apply and Close to save the configuration and close the window.

2.2.4  Configuring the Mapping Editor

For the Mapping Editor's transformation preview, you can define whether the transformation is
executed by the X4 Server or locally by the X4 Designer. In addition, you can configure if XML
structures shall be inserted with or without content.
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This configuration applies only to the Mapping Editor when clicking : >~ or when pressing
the F9 key! XSL mappings in executed processes are always transformed on the X4 Server!

1. Select menu Tools > Options.
2. Onthe left side, double-click X4 Designer, and select Mapping Editor.

w. Preferences O >
| type filter text | Mapping Editor e T

General

Help Open the Mapping Editor with

150N Editor (®) Design view () Source view

Validation
v X4 Designer i

. X5L Preview
Connection

Mote: These settings apply only to the preview of Mapping Editor.

File Templat
e Empanes Reports (preview of .rep files) are always generated by X4 Server.

Mapping Editor
Process Editor
Run/Debug XSL Processon

[] Always transform locally

XML Default (com.sun.org.apachexalan.internal.csltc trax. TransformerFactorylmpl)

Saxon (net.sf.saxon. TransformerFactorylmpl)

[ Use Input File: Browse...
P

Insert Behavior (Stylesheet Pane)

When assigning an XML structure to Mapping Editor stylesheet pane...
Insert only virtual nodes (structure without data)
Insert full XML structure including data

[~ Always ask

Restore Defaults Apply

Apply and Close Cancel

3. Configure the Mapping Editor's behavior:
« In Open the Mapping Editor with define how XSL mappings shall be opened:
- Design view: Open in the graphical mapping view (default)
» Source view: Openin the source code view
« In XSL Preview configure the behavior of XSL transformation previews
« InInsert Behavior (Stylesheet Pane) define the default behavior when inserting XML:
« Insert only virtual nodes: Display only the structure as virtual nodes in the
Stylesheet pane
« Insert full XML structure including data: Insert the full XML document structure
including values
» Always ask: Always ask when inserting XML via drag&drop, via the context menu
or by Strg+V (checked by default
4. Click Apply and Close to save the configuration and close the window.

2.2.5 Managing templates for repository elements

X4 Designerallows to define file templates for processes, process components or folders enabling to
create repeating patterns quickly and easily.

1. Select menu Tools > Options.
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2. Onthe left side, double-click X4 Designer, and select File templates to open the
template configuration.

w . Preferences O *
[ type filter text | | File Templates Bo R e <
General —
Help File name Category Edit...
JSQN F__dltor A4 Landscape.rep Report Remove...
Validation Ad Portrait.rep Report
w4 Designer AllElementsToLowerCase.xsl Mapping Import,
Connection CopyTransformation.xsl Mapping
File Templates FormSample.xhtml KHTML Decument Export...
Mapping E_d'tm RemoveEmptyModes.xs| Mapping Exoort Al
Process Editor SetConditionStatexs| Mapping port All..
Run/Debug . .
' SetDynamicParameter.xsl Mappin
WML Y/ PRINg
Description:

Apply and Close Cancel

3. Manage the templates as desired:
« Edit: Edit the template's name or description text
« Remove: Delete a selected template
« Import: Import an existing template folder
@ Only template directories with the same structure as the folder <x4>/X4DB/0/
Templates can be imported.
- Export respectively Export All: Export a selected template respectively all templates as
template directories
4. Click Apply and Close to save the configuration and close the window.

2.2.6  Assigningfile types to external or internal editors

X4 Designer allows to link any file types with editors and other programs.
1. Select the menu Tools > Options.
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2. Onthe left side, select General > Editors > File Associations .

-
| type filter text | File Associations e v
v General See 'Content Types' for content-type based file associations.
Appearance
Compare/Patch Open unassociated files with: | System Editor; if none: Text Editor
Content Types )
w Editors A=gr=
Autosave @*.ad al Add...
File Azzociations m*.bpm
Structured Text Editors * calendar Remove
Globalization =cpy
Keys 'D".csv
Link Handlers * detail
Network.Connections *dpr
Perspectives *fa
QLIICI(. Search ﬁ".fdf
Security @ “fo
Startup and Shutdown '
. - ﬁ".htm
Ul Responsiveness Monitoring .
Web Browser ﬁ ..html.
Workspace Amprint
@ . jmx
Help E
JSON Editor 16 *json
Validation list e
X4 Designer
XML Associated editors:
@ XML Editor (default) (locked by ¥4 Designer Types' content type) Add...
|X] XML Editor (locked by 'X4 Designer Types' content type)
{3 Generic Text Editor (locked by 'X4 Designer Types' content type) e
Default

Apply and Close Cancel

3. InFile types, select an existing file type or add a new by clicking Add.

® You can either define a file extension using a * wildcard or a full file name. Example:
*.Xyz or Filename.xyz

4. In Associated editors, select a suitable editor for the file type, or open the Editor
Selection window by clicking Add. Then select the editor from a list of
available editors.

@ i you want to use an external editor, choose the option External programs within the
Editor Selection window and click Browse to select the file of the external application.
Example:C:\Program Files\Notepad++\notepad++.exe.

@ ifthefile type shall be opened by default with a selected editor, click Default.

5. Click Apply and Close to save the settings and close the window.
The Repository Navigator's context menu entry Open with now provides all internal or external
editors assigned to this file type.
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2.2.7  Configuring the Web Browser

Different browsers can be used to display browser-based components of the X4 Suite (see System
Requirements). The browser used can be specified in the X4 Suite.

1. Open Tools> Options.
2. Ontheleft side, choose General > Web Browser to open the browser.

A Preferences O *
| type filter text | Web Browser & Ty
w General

Add, remove, or edit installed web browsers.

Appearance The selected web browser will be used by default when web pages are opened, although some applications may always use the
Compare/Patch external browser.
Content Types (®) Use internal web browser

Editors
Globalization
Keys

Link Handlers Default system web browser New...
Metwork Connections [ Firefox
Perspectives [ Internet Explorer Fi

Cuick Search
- [] Chrome Remove
Security

Startup and Shutdown
Ul Responsiveness Monitoring Search...

(O Use external web browser

External web browsers:

Web Browser
Workspace
Help
JS0OMN Editor
Validation
X4 Designer

HML Restore Defaults Apply

Apply and Close Cancel

3. Choose one of the defined browsers or click New.
4. If New was clicked:
« Name: Display name of the browser configuration
« Location: File system path to the browser
« Parameters: Parameters that are to be used when the browser is called.

® To use Microsoft Edge the following must be entered:
Location: File system path to Microsoft prompt, e.q. C:
|\Windows\System32\cmd.exe
Parameters: /c "start microsoft-edge: % URL %"

5. Confirm the settings with OK.
6. Click Apply and Close to save the configuration and close the window.

2.2.8  Configuring the JSON Editor
Under JSON Editor, settings for the JSON Editor can be stored.

1. Select menuTools> Options.
2. Ontheleft side, double-clickdSON Editor to open the editor configuration.
3. Make the desired settings:

« Set the formatting of the JSON code under Formatter
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v Preferences | X
type filter text | Formatter RSl T
General
Help Before After
o ) 'Y END_OBJECT @® Nothing () Mathing
JSON Editor [' BEGIN_ARRAY
Formatter b O Space O Space
1" EMD_ARRAY ) )
Syntax Coloring ' COLOM O Newline ® Newline
Validation
X4 Designer [~] Add newline at end of file
XML
{
k1" "VEl",
"k2": {
"k": "wal"
¥
k3" [
11,
23,
{
k "wval
}s
44
]
}
[[] Show whitespace on this page
Go to Text Editors to configure general text settings such as tabs/spaces
« Set the colors for syntax highlighting under Syntax Coloring
w. Preferences O x
|t;.-'pefi|t&rtr:xt | Syntax Coloring e~ T
General
Help Default [ (JBcld [italic | Key B [(1Bcld [italic
"JSOFN Editor Text B [(coid [italic | Number | [l OBold [ italic
ormatter
Syntax Coloring Boolean [ | [ Bold [ltalic | Mull B [Bcld [italic
‘u’ahdat?on Comment [l JBold [Jitalic | Error B (ecld [italic
X4 Designer
XML "key" @ "string”,
"key" @ -12.8e+13,
"key" : null, // comments are not allowed in the JSON standard
"key" : true,
"key” 1 {"key” : "string"},
"key" @ [1, 2, 3]
See Text Editors to adjust text rendering and Colors and Fonts to change the font.
Apply and Close Cancel

4. Click Apply and Close to save the configuration and to close the window.

2.2.9

Changing the Help Language

The integrated help can be opened in a separate window via the menu Help > Help Contents. The help
is divided into books, each one focusing on a different topic within the context of the X4 Suite.

The language of the displayed help contents is based on the specified system language. However, it is
possible to change the language at any time. If the system language is neither German nor English,
the help will be displayed in English by default.

The language can be adjusted within the file X4Designer.1ini under <X4>/Designer. To switch the
language, the language specification en for English or de for German must be adjusted.
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Example: Adjustment for english help contents

-startup
plugins/org.eclipse.equinox.launcher_1.2.0.v20110502.jar
--launcher.library
plugins/org.eclipse.equinox.launcher.win32.win32.x86_1.1.100.v20110502
-nl

en

-vm

jre\bin\

-vmargs

-Xms64m

-Xmx1024m

-XX:MaxPermSize=128m

After restarting the X4 Designer, the help contents are available in the respective language.
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3 Administering the X4 Server

Learn how to administer a productive X4 Suite installation via UMX.

3.1  Updating the X4 Repository in production mode

In the X4 Server's production mode the caching for the X4 Repository is enabled. You can
update repository project without restarting the server.

To avoid that outdated cache files will be used, the cache must be reset after updating the X4
Repository. This can be done with a JMX Management Bean (MBean) provided by the X4 Server with
the name X4Management.

® The JMX MBean X4Management allows to reset the cache using the method resetCache(). In
addition, caching statistics can be accessed with the method cacheStatistics() andan
SAP JCo server can be restarted using the method restartSAPJcoServer ().

1. Update your X4 Repository.
2. Openthe JMX MBean X4Management
« Start the jconsole tool.
« Openthe JMX MBean X4Management in a domain de.softproject. X4
3. Invoke the MBean method resetCache ().
The cache will be reset.

3.2  Controlled shutdown of the X4 Server (via JMX)

How to shut down the X4 Serverin a controlled way during processes are running

® Prerequisites for shutting down
A controlled shutdown of the X4 Server ensures that all currently running processes are fully
executed and no more processes are started. This requires that the property Can Stop is not
set for processes that are not allowed to be stopped. Moreover, endless processes must be
modeled in such a way that they interrupt processing at reqular intervals so that they can be
stopped.
Depending on the message queue adapter, this can be done as follows:

« JMSand RequestReply Transfer: Specify a timeout in parameter timeout. If the
adapter returns the status 0, the queue is empty and the process control goes back to
the adapter, allowing the process to be halted.

« MQ Series Transferand WebSphere M(: Enable the
parameter MQGetMessageOptions.options.MQC.MQGMO_WAIT to activate waiting for
amessage, and specify in parameter MQGetMessageOptions.waitInterval atimeout
in milliseconds that will be waited until an appropriate message can be received.

1. Access the MBean X4Management
« Start the jconsole tool.
« Openthe MBean Xx4Management inadomain de.softproject.X4
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2. Invoke the MBean method setAl110utOfService().
The property OutOfService will be set for all processes. This causes that no more
processes can be started.
3. Invoke the MBean method stopAllProcesses().
All processes that are currently executed and are allowed to be stopped, will be terminated.
4. Wait until the MBean method runningWorkflowCount () displays 0.
No process is executed any longer.

® Alternatively, you can also invoke the method
shutdownAllProcesses (longtimeoutInMS). This causes the MBean methods
setAll0utOfService(), stopAllProcesses (), and runningWorkflowCount() to be
executed consecutively.
- In ParamValue specify a timeout in milliseconds, to be handed over to the
method as parameter longtimeoutInMS.
» Click Invoke to execute the method. This returns True, if
runningWorkflowCount () displays 0 before the timeout exceeds.

5. Shut down the X4 Server.

3.3 X4 Server administration via X4 Control Center

3.3.1 Logging in to X4 Control Center

To start the X4 Control Center open the respective server URL (e. g. test or production server) within
the browser.

@ You can also start X4 Control Center from within the X4 Designer by clicking Tools > X4
Control Center and logging in with an authorized user, e.g. admin and password demo.

@ control Center does not open?
If the Control Center does not open in the browser, the configuration of the web browser used
may be incorrect. For more information see Configuring the Web Browser.
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Login

R
A Control Center

Username

Password

Login Remember Me

Can't access your account?

After successfully logging in, the X4 Control Center's homepage will be opened. From here, you have
access to its components.

® Forgot password?
If you have forgotten your password, you can request a new one by clicking on Can't access
your account? and entering your e-mail address.
If the link is not available, this function may have been disabled by your administrator.

3.3.2 The X4 Control Center's Interface

The X4 Control Center's user interface is typically divided into the following areas.

The upper area contains a title bar with the logo, the different components, credentials and a
language selection. On the left side a tree structure or list of menu items is displayed, which depends
on the authorization of your current user. On the right side, it contains the list view including the
process list and the action bar, and the detail view showing details to the process selected within the
list view.
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4C0n Ira’CCn ter Monitoring Services User Management Administration License X4 Web App Management @ ‘ SP Admin
Instances English v
% Errors Stop ® | Restart/Resume ¥ History | Technical Log Data Leg
Vessages Process ID i Process i Techn.state i Prof. state i Host i Starttime 5  Endtime i Duration;
@ Dashboards 1475566564985997426/0[1]  x4db:/1/X4Experience/BPM/1-Examples/ PAUSED WAITING SP-WS-158.softproject.local 2016-10-04 11:30 35
24 Processes 147556656498414161910[1]  x4db:/1/X4Experience/BPM/1-Examples/ PAUSED WAITING SP-WS-158.softproject.local 2016-10-04 11:30 34
] Scheduler 147556656496578603510[1]  x4db:/1/X4Experience/BPM/1-Examples/ SP-WS-158.softproject.local 2016-10-04 11:26  2016-10-04 11:26
-—mll
147556656496321142610[1]  x4db:/1/X4Experience/BPM/1-Examples/ NIFINISHEDINN SP-WS-158.softproject.local 2016-10-04 11:26  2016-10-04 11:26
147556656496286093710[1]  x4db:/1/X4Experience/BPM/1-Examples/ PAUSED WAITING SP-WS-158.softproject.local 2016-10-04 11:26 260
147556656495834245410[1]  x4db:/1/X4Experience/ESB/1-Examples/ [IEINISHEDIN SP-WS-158.softproject.local 2016-10-04 11:21  2016-10-04 11:21 1,077
147556656495750729410[1]  x4db:/1/X4Experience/ESB/1-Examples/ [IEINISHEDIN SP-WS-158.softproject.local 2016-10-04 11:21  2016-10-04 11:21 1,512
147556656495625814610[1]  x4db:/1/Deku/ComplexReport.wrf | FINISHED | SP-WS-158.softproject.local 2016-10-04 11:17  2016-10-04 11:18 11,543
o - W e 1.90f0 =+ o K
] Savepoints: | Please select a savepoint. ¥ | Restart/Resume

ManualCheck.wrf

Checking Manually

o ] mS
O *lams| 28] O
Start Queue Check Action Stop

(c) SoftProject GmbH

® Click the X4 Control Centericon to open the web application's home page.

3.3.2.1 Navigator

Depending on the user rights, a tree structure is displayed on the left side of the main view. Here,
menu items are displayed in a node.

You can expand the tree elements within the navigator by clicking on

and collapse them by clicking on
=

3.3.2.2 List view
Within the list view on the right side of the main view, a list of available data is displayed depending on

the selected menu item.

The first table row contains the column headers. This header has various functions for sorting,
filtering, and adjusting the displayed columns. These functions are described in the following.

Sorting columns

For each columnin the list view a default sorting is defined, which influences how the entries are
displayed on the various pages of the list. You can change this sorting manually as follows:

« Clickon a column title: sort in ascending order based on this column
Click once again on the column title: sort in descending order based on this column
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Filtering list entries

Click on the filtericon

BTy

next to the column title to open the context menu. Depending on the data type, different filter

options are available:

- Date: Filter operations over a specific period by entering the start date (From)and the ending

date(To).
Von | Bis
" Feb 2014 e Feb 2014 0
M D M D F 5 5 M D M D F 5 5§
37 36 ¥ 30 3L 1 2 37 IE IS W 3l 1 2
|E|455:-35|E|455:-35
10 11 12 13 14 15 16 10 11 12 13 14 15 16
17 1B 19 20 21 22 23 17 18 19 30 21 33 23
34 35 36 37 I/ 1 2 24 35 36 37 3/ 1 2
Am
Anwenden

Anwenden Entfernen

« Number: Limit the number's range of values by using operators.

« Text: Filter by a free text.

[FAN AT

Apply

« Status: Filter operations by means of traffic light-like filtering system.

@
@
@
@

Apply

- Boolean values: Filter operations based on Boolean values.

Offen

Geschlossen
In Klarung
Achtung

Anwenden

® columns already applying a filter are marked with

AT

. Moreover, set filters are shown as mouse-over effect.
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Adjusting the column display

Open the context menu allowing to change the display of the columns by clicking on the symbol

-

on the rights side of the table header:

Automatic Widths

Uniform Column Widths

Show all columns

& User Name

A N S N S N

First Name

Last Name
Active

Last Modified By
Last Modified
Created By

Created

Functions to adjust the column display:

Automatic Widths: Distribute all displayed columns optimally across the entire width of the list
view

Uniform Column Widths: Distribute all displayed columns across the entire width of the list
view with a uniform column width

Save Filters and Sorting: Save user-defined configuration

Load Filtert and Sorting: Use the saved display configuration of the current user

Organize Filters and Sorting: Show and organize saved display configurations

Show all columns: Display all available columns within the list view

Reset filtering/sorting: Reset the changed filtering/sorting

You can show/hide individual columns within the list view by clicking on the respective
column name within the column context menu.

Scrolling between list pages

For the List view, the number of displayed entries on a page can be defined by means of a selection
box. Further list entries are displayed on additional pages and you can scroll between them using the
navigation buttons below the list.

v 1-100f11 = &
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3.3.2.3 Action bar

The action bar is located above the list view and allows to perform actions to a selected list element.

3.3.2.4 Detail view

The detail view displays the data for the selected list item, usually in the form of form fields, which
can be readable or writable, depending on their type and the user's rights. Moreover, also application-
specific functions can be available here.

3.3.5  Monitoring

The Monitoringinterface allows X4 processes to be monitored and controlled. Monitoring enables to
identify problems such as data overload, slow response times and violations of service level
agreements.

The main functions of the Monitoringinterface are:

« Display of technical and business processes

« Start and stop processes

Restart held processes from save points

Identify indicators such as process runtime or PID
Display of process diagrams

Technical logging and content logging

3.3.3.1 Instance View

Within the instance view, information to the instances of a technical or business process are
displayed. It is thereby differentiated between running instances and instance history, i.e already
executed instances.

@ Thetime span for the display of process instances can be adjusted at any time via the custom
placeholder Monitoringbays within the Administration interface, see Custom Placeholders.
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Z ControlCenter | Monitoring Services User Management Scheduler Administration License X4 Web App Management

Instances English v
0 Errors Stop ®  Restart/Resume ®  History Technical Log Datalog Documentation § Export
] Messages Process ID i Process 7| Techn. state 7} Prof. state 7 | Host ¥i Startime | Endtime i Duration |  w
@ Dashboards 149130007545058506010[1] x4db:/1/X4Experience/BPM/ [IIFINISHEDIN SP-WS-158.softproject.local  2017-04-05 13:33  2017-04-05 13:33 0
% Processes 149139097544983658810[1] x4db:/1/¥4Experience/ePM/ [IFINISHEDIN SP-WS-158.softproject.local  2017-04-05 13:33  2017-04-05 13:33 25
149139007544810886410[1] x4db:/1/X4Experience/BPM/ SP-WS-158.softproject.local  2017-04-05 13:33  2017-04-05 13:33 0
140130007544724277410[1] x4db:/1/%4Experience/BPM/ | PAUSED WAITING SP-WS-158.softproject.local ~ 2017-04-05 13:33
- 149139097543179489210[1] | x4db:/1/X4Experience/ESB/ ERROR _ SP-WS-158.softproject.local | 2017-04-05 13:30 | 2017-04-05 13:30 -.
o 150f0 * -+

Savepoints: | There are no savepoints for this instance. ¥ | Restart/Resume

CreateCustomerReport.wrf

Creating a report from customer database

T

Start Select customers From database Map customers Create report Save report

Store customers Storereport Repc?t fie
i
i

Click here ?o view the
report

Click here tooview the
results from the database

[ R ——

Click here to view the
results from the mapping
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Process Instance List

Within the instance view, all process instances are displayed in a table. To each instance information
such as process ID, process path, technical and professional status, start, end and execution time in
milliseconds are displayed.

In the action bar above the table different actions can be performed:

« Stop: Stop the currently running process instance

« Restart/Resume: Restart the currently running process instance from a save point or resume
avia the save point operation Save+Stop persisted and stopped process instance
© Toresumea stopped process instance select the desired save point and resume the
process with Restart/Resume.

« History: Open the process history in a new window

» Technical Log: Open the technical log in a new window

» DatalLog: Open the dataloginanew window

« Documentation: Generate documentation and open it in the browser

« Export: Export list of process instances as CSV file

Switching Between the Views

By double-clicking an entry within the process list you can change to the instance view.
» Toterminate the instance view, close the corresponding tab.

3.3.3.2 Errors and Messages

Logging events such as errors and messages are listed in a separate node.
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Errors

Within the Errors view, events with an error status are logged based on the process instance IDin an
own entry. The process diagram of the corresponding process instance is shown within the detail
view.

Z ControlCenter | Monitoring Services User Management Scheduler Administration License X4 Web App Management @ ‘ SP Admin
5 Instances Errors English
History Technical Log Datalog < Export
@ Messages Process 1D v Process Ti  Adion 7| Message 7| Logtime i =
|@ Dashboards 147010866343679182010[1] x4db:/1/%¥4Experience/ESB/1-Examples/MailProcessing/Processes/MailProcessing.wrf List Messages Failed: 2016-11-151
& Processes 1479198663425564098/0[1] x4db:/1/¥4Experience/BPM/1-Examples/OrderingProcess/OrderingProcess.bpm Send Confirmation  Failed: Missing parameter from. 2016-11-151
147919866342556409810[1].6[1]  x4db:/1/X4Experience/BPM/1-Examples/OrderingProcess/Processes/SendConfirmation.wrf Failed: Missing parameter from. 2016-11-15 1
147919866342556409810[1].6[1]  x4db:/1/X4Experience/BPM/1-Examples/OrderingProcess/Processes/SendConfirmation.wrf  Send Mail Failed: Missing parameter from. 2016-11-151
147919866342556409810[1].1[1] | x4db:/1/X4Experience/BPM/1-Examples/OrderingProcess/Processes/ReceiveOrderwrf |Receive Order  [Failed: ~ [2016-11-151]] |
o #1505 * W+

Savepoints: | There are no savepoints for this instance. ¥ | Restart/Resume

ReceiveOrderwrf

Receiving order data from submitted HTML form

Receives order data, Dedides on status, Transforms Writes XML docurment
that has been sent  if process has got Order.m XML StructureOrder.xm,
to the process input data (state=1) that contains order

inforrmation,

froma HTML form  or didn't (state=-1)
to process context

via HTTP starter URL and enter fallback

I

Elinput available

=d

Start Receive Order Order Put order Stop

[1] o process inpu svvalsble
(Fallback solution)

Reads XML documment _ ____ |
with demo order data®

(c) SoftProject GrmbH
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Messages

Within the Messages view, data log events are logged based on the process instance ID and a possibly
existing key (parameter key). The process diagram of the corresponding process instance is shown
within the detail view.
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4C0f‘,‘ trofl:'cn ter | Monitoring Services User Management Scheduler Administration License X4 Web App Management @ ‘ SP Admin
=5 Instances Messages English ¥
@ Errors History Technical Log Datalog ¥ Export
fi Messag Process ID b Process 7 Key v Message W Logtime W
& Dashboards 14?9193563513532535!0[1 ;1 X4Experience/ESB/1 Exampes 102 SoftProject GmbH Am Eriengraben 3| 2016-11-15 15:30 ..
4 Processes 147919866351853253810[1] x4db:/1/%4Experience/ESB/1-Examples/ 49 49553 2016-11-15 15:30
147919866351853253810[1] x4db:/1/X4Experience/ESB/1-Examples/ 501 501 Levi Strauss 2016-11-15 15:30
147919866351853253810[1] x4db:/1/X4Experience/ESB/1-Examples) 404 404 Internet GmbH 2016-11-15 15:30
147919866351853253810[1] x4db:/1/¥4Experience/ESB/1-Examples/ 51 51 2016-11-15 15:30
5.7 bo# 6-100f3,144 » <

: Savepoints: | There are no savepoints for this instance. ¥ | Restart/Resume

BigDataHandling.wrf

Readabigxml  Read a bigxml file Transportbig data spit a big xml fle to
file to database.  to anotherxml.  from databaseto  smaller ones.
another database

Start BigXML2DB BigXMLZXML DB2DB SplitBigkML Stop
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Available actions for Errors and Messages

In the action bar different actions can be performed based on the single states:

- Restart/Resume: Restart the currently running process instance from a save point or resume
a process instance persisted and stopped via the save point operation Save+Stop
Toresume a stopped process instance, select the desired save point and resume the process
with Restart/Resume.

« History: Open the process history in a new window

« Technical Log: Open the technical log in a new window

« DataLog: Open the dataloginanew window

« Export: Export list of failed processes as CSV file

3.3.3.3 Dashboards

The Dashboards view displays different statistics for the executed X4 processes. Thereby, it can be
specified whether the process executions of the last 24 hours, the last 7 days or the last month are to
be displayed.The following dashboards are provided within the interface:

Executed Processes: All executed processes

« Failed Processes: All failed processes

State Distribution: Executed processes based on the state

Top 5 CPU Usage: Top 5 of the processes with the highest CPU usage
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4C0r]frofcenter Monitoring  Services  User Management Scheduler ~Administration License X4 Web App Management

5 Instances Dashboards (English |
Errors
¢ Qday @ week Q month
1 Messages
& Dashboards
Executed Processes Failed Processes
M Processes
Instance Count @ Error Count
20 2
10 1
0
Wed, 09 Sat, 12 Wed, 16 Tue, 08 Thu, 10 Sun, 13 Wed, 16
State Distribution Top 5 CPU Usage
Successful @ Failed @ No Result BigDataHandling.wri @ CreateTestData.wri
10 @ ComplexReportwrf @ PizzaOrderbpm
@ DB2DB.wrf
32
5
20
Wed, 09 Sat, 12 Wed, 16 Tue, 08 Thu, 10 Sun, 13 Wed, 16
Impressum

3.3.3.4 Process View
Under Processes, all X4 processes available within the X4 Repositoryare displayed.

ACO;’} fro;‘cen ter Monitoring Services User Management Scheduler Administration License X4 Web App Management @ ‘
% Instances X4Common |English ¥ |
@ Errors Start  MNew Execution Documentation < Export
[i] Messages ’ ’
Process name Process path v: Type v Processstate 7! Number of runs H
M Processes ConvertTolSONandSend.wrf 1/%4Common/Common/process/
ExtractReSTBody.wrf 1/¥4Commaon/Common/process/ E fq
PrepareErrors.wrf 1/X4Commen/Common/process/ E =
PrepareRequest.wrf 1/¥4Common/Common/process/ g =]
S ERRd e o® 150f31 * W -

ConvertJSONtoXML.wrf

@— =3 —F—>d—0@

Start extractRequestEle JSON_Adapter Put jsonData Stop
ment_Body
Impressum

List
In the main view, all processes available within the selected navigator folder are displayed in a table.
To each process additional information such as the path, status and the number of already executed

process instances are displayed.

The action bar above the list provides different actions which can be executed:

« Start: start the execution of the selected process
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+ New Execution: define new scheduled execution for the selected process, see also Scheduled
Process Execution.
The process path will be set automatically

« Documentation: generate process documentation and open it in the browser

« Export: export the list of processes as CSV file

@ i you add new X4 processes to the X4 Repository at the same time, they will be displayed only
after reloading the application. Therefore you can use the reload/refresh function of your
browser.

Instance View

By double-clicking an entry in the process list, you can change to the instance view.

@ To finish the instance view, click on X4 Control Centerin the breadcrumb.

3.3.3.5 Available Protocols within the Monitoring Interface

The Monitoringinterface provides different technical and professional information for the executed
processes.

Technical Log

The technical log shows the status of the process components during the process instance's
execution. Similar to the debug mode of the X4 Designer, occurring errors are marked in red.

To open the technical log, double-click a process within the Process list, select a process instance in
the list and click on Logs > Technical log within the detail view.

Data Log

The Data Log allows process developers to store process data for control purposes. For this purpose,
the X4 BAM Logging adapter is used. Alternatively, it can also be defined a logging action on a
transition line using the property BAM Logging.

® Thelength of the messages stored via Log Message may not exceed 2000 characters!

For the operation Log Message, you can also set the parameter key within the X4 BAM
Loggingadapter in order to assign logged values to a specific custom keyword. Subsequent analyzes
of the BAMdatabases can be then performed based on these keywords.

To access the Data Log, double-click a process within the Process list, select a process instance in
the list and click on Logs > Data log within the detail view.

3.3.4 Services

Within the Services interface, all web services provided by X4 Server are displayed in an overview. It is
thereby distinguished between SOAP, ReSTful and file services.
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The main functions of the Servicesinterface are:

« QOverview of the provided web services

- Determining and copying the endpoints (URL) of services
» Retrieving WSDL files from SOAP services

« Retrieving WADL files from restful services

Displaying processes implementing the services

4CO,’? tro,’cer,l ter Monitoring | Services User Management Scheduler Administration License X4 Web App Management @ ‘ SP Admin
ISR @ [Root] [Root] Deutsch ¥
@ Typ i Name 57! Pfad i Ressource Wi -
@ BAM lIl GET x4db:/1/¥4Experience/ESB/2-Tutorial/5-¥4ReST/base/GETProcess.wif
@ %4ControlCenter lIl GET / x4db:/1/¥4Experience/ESB/2-Tutorial/5-¥4ReST/base/GETProcess.wif
@ ¥4Experience ‘B POST /BAM/Actual x4db:/X4BAM/X4BAM/BAM/Processes/getProcessRunningInstancelist.wrf
GET /BAM/Button/<Name> x4db:/X4BAM/X4BAM/butten/getButton Config.wrf
(® x4portal
BAM/Dashboards/x4 x4db:/X4BAM/X4BAM/BAM/Processes/getDash board_X4.wrf
® xawespesigner -- /XABAM/XABAN/BAM/Processes/g N
@ b GET /BAM/Dashboards/X4/Data/CPUUsage x4db:/X4BAM/X4BAM/BAM/Processes/getDashboardData_CPUUsage.wrf
X4WebIDE
‘B GET /BAM/Dashboards/X4/Data/ErrerCount x4db:/X4BAM/X4BAM/BAM/Processes/getDashboardData_ErrerCount.wrf
X4WebRi
2 ® oResources [H) GET /BAM/Dashboards/X4/Data/InstanceCount x4db:/X4BAM/X4BAM/BAM/Processes/getDashboardData_InstanceCount.wrf
@ urm ‘B GET /BAM/Dashbeards/X4/Data/Runtimes/< ProcessPath = x4db:/X4BAM/X4BAM/BAM/Processes/getDashboardData_Runtimes.wrf
@ *4p ‘}] GET /BAM/Dashboards/X4/Data/StateDistribution x4db: /X4BAM/X4BAM/BAM Processes/getDashboardData_StateDistribution.wrf
10 v fe & 1-10von151 * 4 o
Name GET
Typ HTTP
Ressource x4db:/X4BAM/X4BAM/BAM/Processes/getDashboard_X4.wrf
URL http://localhost:8080/X4/httpstarter/ReST/BAM/Dashboards/X4 URL kopieren
Zugriffsbeschrankung
Realm *4Portal
Guest Allowed
Token Return CUSTOM_HEADER

Login Failure Return NONE
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3.3.6  User Management

The User Management allows users, groups, roles and rights to be defined and managed for an
application. Roles and rights can not only be defined for the User Management itself, but also for the
Monitoringinterface.

The main functions of the User Management are:

« Manage users, groups, roles and rights
« Manage usersin groups

Manage rightsinroles
Application-specific roles and rights
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® Please note the following restrictions:

Hierarchical/nested groups are not possible

Rights can't be defined subtractively ("must not")

In case of very granular permission definitions (1000 elements ore more), the system
becomes unperformant since XML documents are processed

+ Do not create more than 1000 data records

3.3.5.1 User Management

Within the User Management all users defined for the application are displayed. To each user,
additional information such as the user name is shown.

By selecting a user in the lister view, user-specific information is shown in the detail

view. Administrators withrole X4 User Management Administrator can editthe aselected user's

information in the detail view or by double-clicking a user in the lister.

4[‘0”{,"0] Ccnter Monitoring  Services | User Management Scheduler ~Administration License X4 Web App Management

m Users English v
& Groups & Create User % Remove ® | 7 Export
£ Rol ) . . A - i
ﬁ_ﬁ oles User Name 7! First Name'y; Name | Active 7;Valid from<y;Valid until 7 Metada... 7! Last Modified By ! Last Modified ! Created By 7} Created 7!
& Permissions Documentation  SoftProject  Documentation 2019-03-08  2019-03-15 admin 2019-03-08.08:16 admin 2019-03-08 08:16
o s Im-m:l-—-— S B T TR N

0 fe & 1202 % ¥ &

Profile  Metadata  Groups  Roles  Certificate

User Name: First Name:
admin sp
Password: Name:
Show Admin
Valid from: E-mail address:
Valid from E-mail address

Valid until:
Valid until

Active
User can't change password

User must change password

Save

Impressum

Using the integrated filter function you can search for specific users. For example, click on
W

within the field User Name to open the filter and to enter the search term. Start the search
with Apply.

Columns already containing filters, are marked with

N7

. Moreover, set filters are shown as mouse-over effect.
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& performance issues may occur in case of numerous groups/roles/permissions. Thus please
consider in your permission concept to define only those groups/roles/permissions that are
actually business-relevant.

Creating New Users

As user with corresponding rights, you can create users and assign them different groups and roles at

any time.

1. Click on Create user within the user management to open the dialog for creating new users.

Profile Metadata Groups

User Mame:
User name

Password:

Valid from:
valid from
Valid until:
Walid unti
| Active
User can't change password

#| User must change password

Roles

Show

Certificate

First Name:
First name

Name:

Name

E-mail address:
E-mail address

Save Abort

2. Enterrequired user information within the tab Profile:
« InUser Name, enter the user account name.
« In Password, enter the password.
- In First Name, enter the user's first name (optional).
- In Name, enter the user's name (optional).
« In E-mail address the user's email address.

@ Button Send E-mail allows you to directly send an email to the corresponding

user.

If required, restrict the validity of the user account with Valid from and Valid until.

« Specify whether the user should be activated or not by enabling or disabling the

checkbox Active.

® Notactivated users are not able to login to the corresponding application.

« Specify whether the user has the rights to change his password by enabling or disabling
the checkbox User can't change password.
« Specify whether the user must change his password when logging in for the first time by
enabling the checkbox User must change password.
3. Enter further information:
« User metadata in tab Metadata.
« Group assignments in tab Groups.



X4 Administration Guide 98

« Role assignments in tab Roles.
® Rolesofa group will be passed on to the user automatically.

- If required, upload a certificate or generate a self signed certificate in tab Certificate,
see below.
4. Click Save to save the user information.

Activating or deactivating users

As long as users are deactivated, no communication is possible with them and they cannot log on. To
activate aninactive or deactivated user(or vice versa), proceed as follows:

1. Select the desired user in the user list.

2. Openthe Profile tab in the detail view.

3. Check the option Active to activate the user, respectively uncheck the option Active to
deactivate the user.

4. Click Save.
The user has now been activated, respectively deactivated.

Assigning groups to a user

To assign one or several groups to a user, proceed as follows:

1. Select the desired user in the user list.

2. Openthe Group tabin the detail view.

3. Select the desired group(s) from the available groups and add them via Assign.
The roles of a group are automatically inherited by the user.

« The option Assign all allows to add all available groups at once and Remove all to
remove all assigned groups at once.
« Already assigned groups can be removed with Remove.

4, If necessary, assign additional roles to the user within the tab Roles. Select the desired role(s)
from the available roles and add them via Assign.

« The option Assign all allows to add all available roles at once and Remove all to
remove all assigned roles at once.
+ Already assigned roles can be removed with Remove.

5. Click Save to take over the settings.

Assigning roles to a user
To assign one or several roles to a user, proceed as follows:
1. Select the desired user in the user list.

2. Openthe Roles tab in the detail view.
3. Select the desired role(s) from the available roles and add them via Assign.
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+ The option Assign all allows to add all available roles at once and Remove all to
remove all assigned roles at once.
+ Already assigned roles can be removed with Remove.

4. Click Save to take over the settings.
Removing Users
As user with corresponding rights, you can remove already created users at any time.
1. Select the desired user in the main view.
You can delete multiple users at once by selecting them via the corresponding checkboxes.

2. Click Remove and confirm with Yes.
The user has now been deleted

Unlocking Users

If a user account has been locked, e. g. by entering the wrong password repeatedly, you can also
unlock users.

1. Select the locked user in the lister to display its user information.

Profile Metadata Groups Roles Certificate
User Name: First Name:
Documentation SoftProject
Password: Name:
Show Documentation
¥ Active

E-mail address:

User must change password documentation@softproject.de  Send E-mail

User is locked
Number of failed login attempts exceeded.

Locked since 29.11.2017 14:05
Locked until 29.11.2017 14:15

Unlock

2. Enter anew password and activate the checkbox User must change password, to enable the
user to change its password when logging in for the next time.

3. Click Unlock to unlock the user account.

4. Click Save to save the new user information.
The user has been unlocked and is now able to log in again.

Exporting User List

The list of available users can be exported as CSV file, if required. To do this, click on Export within
the action bar.
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Uploading Certificates

X.509 certificates(.crt)can be uploaded both when creating new users and when editing already
existing users.

1. Select the user from the lister.
2. Open tab Certificate.

Profile Metadata Groups Roles Certificate
® Upload certificate Gengrate self-signed certificate
Upload certificate
File:

Choose file...

Filetype:

Save

3. Select option Upload Certificate.

4. Click Choose file to select the desired certificate file in . crt format.
File name and file type will be filled automatically.

5. Click Upload to add the certificate.

The certificate information are now displayed and the certificate is automatically saved to the
keystore.

Profile Metadata Groups Roles Certificate
User Certificate

Issuer Name: O=SoftProject, CN=Documentation
Subject Name: O=SoftProject, CN=Documentation
Valid from: 2017-08-29T10:55:58

valid to: 2018-08-29T10:55:58

Download Delete

Save

6. Click Save to save changes.

Generating Self Signed Certificates

Self signed certificates can be generated both when creating new users and when editing already
existing users.
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Both a so-called private key (.p12)and an X.509 certificate (. crt)are generated. While the private
key must be saved by the user, the X.509 certificate is automatically stored in the keystore after
being created.

1. Select the user from the lister.
2. Open tab Certificate.

Profile Metadata Groups Roles Certificate

Upload certificate @ Generate szlf-signed certificate
Generate self-signed certificate

Key Password: Show

Certificate Authority: SoftProject
Certificate Validity: 365

Generate

Save

Impressum

Select option Generate self-signed certificate.

Enter a Key password as private key.

Enter the certificate issuer in Certificate Authority.

Enter a differing Certificate validity, if required.

Click Generate to create the private key(.p12)and the X.509 certificate.

The certificate information is now displayed and the download of the private key is
automatically started. At the same time, the certificate is stored to the keystore.

No gk

Profile Metadata Groups Roles Certificate
User Certificate
Issuer Name: O=SoftProject, CN=Documentation
Subject Name: (Q=SoftProject, CN=Documentation
Valid from: 2017-08-29T16:01:43

Valid to: 2018-08-29T16:01:43

Download Delete

Save

® Make sure you save the private key to a suitable position, since it is only generated
once.

8. Ifrequired, click Download to also download the corresponding X.509 certificate.
9. Click Save to save the changes.
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3.3.5.2 Group Management

Within the group management all groups defined for the application are displayed. To each group,

additional information such as the group name is shown.

By selecting a user from the lister, its information are displayed in the detail view. Users with
corresponding rights can also create new groups, duplicate selected groups or delete selected

License X4 Web App Management

groups.
4C0n trOI'Cﬁ'n ter  Monitoring Services | UserManagement Scheduler Administration
& Users Groups
m 4 Create Group  # Duplicate % Remove ~F Export
&3 Roles Name 7! Metadata 71

& Permissions ¥4 Control Center Administrator

i Password Policies

0 v

Group Properties  Metadata ~ Users  Roles

Name:
¥4 Control Center User

Description:

Group for Control Center standard Users

Technical Identifier:
Users

Save

Impressum

Last Modified By ¥

Last Modified v,
2017-07-07 16:41

& 1-20f2 * 4

English v

Created By ¥, Created 71 v

2017-07-07 16:41

¢

Using the integrated filter function, you can search for specific groups. For example, click on

W

within the field Name to open the filter and to enter the search term. Start searching with Apply.

Columns already containing filters, are marked with
N7

. Moreover, set filters are shown as mouse-over effect.

& performance issues may occur in case of numerous groups/roles/permissions. Thus please
consider in your permission concept to define only those groups/roles/permissions that are

actually business-relevant.

Creating New Groups

As an administrator with corresponding permissions, you can create groups and assign them

different roles.



X4 Administration Guide 103

1. Click Create group to open the entry screen for new groups.

Create Group

Group Properties Metadata Users Roles

Name:

The group's name
Description:

The group’s description

Technical Identifier:

The group's technical identifier
Save Abort

2. Entertherequired group information within the tab Group Properties:
« In Name, enter the group name.
 In Description, enter a description for the group.
« In Technical identifier, enter a shortcut for the group.
3. Enterrequired metadatainformation within tab Metadata.
4. Assign the desired users to the group within tab Users. To do this, select the user(s) from the
list of available users and click Assign.

« Afilter allows to search for certain users, which can then be added to the group
« You can assign all available users with Assign all or remove them all with Remove all
» Already assigned users can be removed with Remove

5. Assign application-specific roles to the group within the tab Roles. To do this, select the
required role(s) from the list of available roles and click Assign.

® Rolesofa group will be passed on to the user automatically.

o

Limit the display of available roles by using the Application drop-down list.
Afilter allows to search for certain roles, which can then be added to the group.
» You can assign all available roles with Assign all or remove them all with Remove
all.

Already assigned roles can be removed with Remove.

6. Click Save to apply the settings.

Duplicating Groups

Using the Duplicate option, you can duplicate already configured groups. This is useful when similar
groups are needed, for example if groups only differ with respect to additional roles.

1. Select the group and click Duplicate.
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® Theroles of the duplicated group will be taken over automatically.

Enter the required group properties within tab Group Properties.
Enter requited metadata information within Metadata.

If required, assign additional users to the group within tab Users.
If required, assign additional roles to the group within tab Roles.
Click Save to apply settings.

S A

Removing Groups

As an administrator with corresponding permissions, you can remove already created groups at any
time.

1. Select the desired group in the main view.
2. Click Remove and confirm with Yes.
The group has now been deleted.

Exporting Group List

The list of available groups can be exported as CSV file, if required. To do this, click on Export within
the action bar.

3.3.5.3 Role Management

Within the role management all roles defined for the application are displayed. To each role,
additional information such as the role name is shown. Administrators with corresponding
permission can also create new roles, duplicate roles or delete already existing ones.

By selecting arole in the lister, role-specific information is shown in the detail view. You can access

selected roles in the detail view or by double-clicking it from the lister.
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4[‘0[’} tro;'cen ter Monitoring Services | UserManagement Scheduler Administration License X4 Web App Management @ ‘ SP Admin
i Users Roles English *
&k Groups 4 Create Role o Duplicate % Remove T Export
Name 7! Metadata 7! Module %71 Last Modified By 77} Last Modified %7 Created By <: Created ErAE
& Permissions %4 Custom Placeholders read Custom Placeholders 2017-07-07 16:41 2017-07-07 16:41
R Password Policies %4 Custom Placeholders write Custom Placeholders 2017-07-07 16:41 2017-07-07 16:41
%4 License X4BAM 2017-07-07 16:41 2017-07-07 16:41
X4 Monitoring Administrator | | x4BAM | | wwororiear] | 201707071641 | |
¥4 Monitoring User X4BAM 2017-07-07 16:41 2017-07-07 16:41

E e & 15010 % A ¢

Role Properties  Metadata  Permissions

Name:
¥4 Monitoring Administrator

Description:

Role for administering process instances

Technical dentifier:
¥4 Monitoring Administrator

Save

Impressum

Using the integrated filter function, you can search for specific roles. For example, click on
T

within the field Name to open the filter and to enter the search term. Start the search with Apply.
Columns already containing filters, are marked with
N7

. Moreover, set filters are shown as mouse-over effect.

& performance issues may occur in case of numerous groups/roles/permissions. Thus please
consider in your permission concept to define only those groups/roles/permissions that are
actually business-relevant.

Creating New Roles

As user with corresponding permissions, you can create roles and assign them different users or
groups at any time.
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1. Click Create role within the role management to open the entry screen for new roles.

Create Role

Role Properties Metadata Permissions

Name:
The role's name
Description:

The role's description

Technical Identifier:

The role's technical identifier
Save Abort

2. Enter the required information within tab Role Properties:
a. InName, enter a role name.
b. InDescription, enter a description for the role.
c. InTechnical identifier, enterarole ID.
3. Enterrequired metadata information within tab Metadata.
4. Define the application for which the role is to be created and assign the required permissionsin
tab Permissions:

® Rolesare always limited to one module respectively one application. Since permissions
are also associated with a module, arole can only be assigned permissions of the same
module. The permission's module must therefore correspond to the role's module.

« Select the application for which the role should be created from the list.
- Assign one or several permissions to the role. To do this, select the permission(s) from
the list of available permissions and click Assign.

« Afilter allows to search for certain permissions, which can then be added to
therole.

« You can assign all available permissions with Assign all or remove them all
with Remove all.

« Already assigned permissions can be removed with Remove.

5. Click Save to apply the settings.

Duplicating Roles

Using the option Duplicate, you can duplicate already available roles. This feature is especially useful
when similar roles are needed, for example if they only differ with respect to additional permissions.

1. Select the desired role within the role management a click Duplicate.
® The permissions of the duplicated role will be taken over automatically.

2. Enterthe requiredrole properties within tab Role Properties.
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3. Enterrequited metadatainformation within tab Metadata.
4. If required, assign additional permissions to the role within tab Permissions.
5. Click Save to create the duplicated role.

Deleting Roles
As user with corresponding permissions, you can delete already available roles at any time.
1. Select the desired role in the main view.

2. Click Remove and confirm with Yes.
The role has now been deleted.

Exporting Role List

The list of available roles can be exported as CSV file, if required. To do this, click on Export within the
action bar.

User Management Roles

The User Management component provides the following application-specific roles, which can be
assigned to users:

Application Role Description
User Management X4 User Management User » Viewing users
(URM) « Viewing groups

» Viewingroles
» Viewing permissions
» Viewing password policies

X4 User Management » Creating, editing and
Administrator removing users
» Creating, editing and
removing groups
» Creating, editing and
removing roles
» Creating, editing and
removing permissions
- Editing password policies

Monitoring X4 Monitoring » Starting processes
(X4BAM) Administrator + Restarting/resuming
processes from a save point
» Stopping processes
« allrights of the x4
Monitoring User

X4 Monitoring User + Viewing the number of run
processes
« Viewing single instances of a
process
» Viewing the technical log of a
process instance
» Viewing available clients
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X4 Scheduler User Scheduled process executions

X4 Scheduler « Creating new scheduled
Administrator process executions
+ Editing scheduled process
executions
» Deleting scheduled process
executions
+ Reload configuration

X4 Services User Viewing services

X4 Services Administrator Managing services

X4 JIMX Administrator Accessing JMX administration
within the Administration interface
Custom Placeholders X4 Custom Placeholders Editing custom placeholders
write
X4 Custom Placeholders Viewing custom placeholders
read

3.3.5.4 Permission Management

Within the permission management all permissions for applications are displayed. To each
permission, additional information such as the permission name or the corresponding application is
shown.

By selecting a permission in the main view, permission-specific information is shown in the detail
view. Administrators with corresponding permission can also create new permissions or delete
already existing permissions.

4C0n trofl:en ter Monitoring  Services | User Management = Scheduler Administration License X4 Web App Management @ ‘ SP Admin

M Users Permissions English
&k Groups + Create Permission ¥ Remove J Export
d Roles Name 71 Application 7} Object Type v7: Action <7; Parameter 7:Created By, Created < =~
%4 BAM Create Scheduled Executions  X4BAM scheduler create = 2017-07-07 16:41
2 Password Policies ¥4 BAM Delete Scheduled Executions  X4BAM scheduler delete 2017-07-07 16:41
X4 BAM List Proesses T S L N N T T
%4 BAM List Scheduled Executions H4BAM scheduler list 2017-07-07 16:41
%4 BAM List Services X4BAM services list = 2017-07-07 16:41
*

R e+ 1.50f30 % ¥

Permission Properties

Name: Object Type:
Description: Action:

Parameter(s):

Application:

Imprassum
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Using the integrated filter function, you can search for specific permissions. For example, click
on

T

within the field Name to open the filter and to enter the search term. Start the search with Apply.

Columns already containing filters, are marked with
iTd

. Moreover, set filters are shown as mouse-over effect.

& performance issues may occur in case of numerous groups/roles/permissions. Thus please
consider in your permission concept to define only those groups/roles/permissions that are
actually business-relevant.

Creating New Permissions
Administrators with corresponding permissions can create permissions and assign them to different

roles.

1. Click on Create permission within the permission management.

Create Permission

Permission Properties

MName: Template:
The permission’s name v
Description: Object Type:
The permission’'s description
Action:
A
Application:
PP Parameter(s):
v
The permission's parameter(s)

Info:

Save Abort

2. Enter the required information within the Permission properties:
« In Name, enter the permission name.
 In Description, enter a description for the permission.
« Select the application for which the permission is intended from drop-down list Applicati
on.

® Permissions are always limited to one module respectively one application. To a
permission a module, an object type, an action and a parameter must be
assigned:

« The object type describes the objects affected by the permission.

» The action describes the allowed operation for these objects.

« The parameter allows a limitation of the permission. This limitation may
consist of the specification of object IDs to which the action can be
applied.
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« Select a suitable template for the specified application within Template.
The object type and action will be filled automatically, depending on the selected
template.
« Enter permission Parameter(s).
3. Click Save to apply the settings.

@ After creating the permission, you can delete it, but it is no longer possible to edit the
permission.

Deleting Permissions
As administration with corresponding permissions, you can delete permissions.
1. Select the desired permission in the main view.

2. Click Remove and confirm with Yes.
The role has now been deleted.

Exporting Permission List

The list of available permissions can be exported as CSV file, if required, by clicking Export within the
action bar.

3.3.5.5 Password policies

Within the Password Policies, administrators can define password policies, including guidelines for
password length and allowed characters, time intervals for the password change, and rules for
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account locking.

b AC@H t,"of Ccn ter Monitoring Services | User Management Scheduler Administration License X4 Web App Management

& Users Password Policies
Groups

A_“ g Password strength

45 Roles

2 Permissi Minimal length: &
ermissions

Digit required

Lower case letter required

Upper case letter required
Non-alphanumeric character required

Password change

Password must differ from previous 0 v versions

User account locking
Account is locked after 10 v failed login attempts.

¥ Unlock automatically after 10 minutes v

Force all users to change their password

Save

Impressum

¢ Password change required after 365 days v

English
Policies History

Select policy:
2019-03-01 09:33:56.268 - system

Delete complete history

Defining New Password Policies

Administrators with corresponding permissions can define password policies for all users.

@ The Policies History allows you to see policy changes and to apply older password policies, if

required.

1. Open Password Policies within the User Management.
2. Define the password length and the allowed characters under Password strength:
« Minimal length: the password's minimal length as number
« Number character required: The password must contain numbers.
« Lower case letter required: The password must contain lowercase letters.
« Upper case letter required: The password must contain uppercase letters.
« Non-alphanumeric character required: The password must contain special characters.

3. Specify Password change policies:

- Define whether and after how many days/hours/minutes/seconds a password change is

required.

« Select the number of previous passwords that must differ from the new password.

4. Specify User account policies:

« Select the number of failed login attempts until the account will be locked.
« Define whether and after how many days/hours/minutes/seconds users will be unlocked

automatically.

5. Selectif users should be forced to change their password.
If this option has been activated, users must define a new password after the next login to the

corresponding application.
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6. Click Save to apply the settings.

@ Youcantest the current policies for the validation of passwords by entering the
password to be validated under Password Policies > Password Validation Test.

3.3.6 Scheduler

The Scheduler interface gives an overview of all processes for which a time-controlled execution has
been defined. Moreover, it allows to configure new schedules or to edit and delete already existing
schedules.When defining schedules, it can be distinguished between the following execution options:

Once: Unique execution of a process

Startup: Process execution at server startup
Interval: Process execution at specified intervals

« CRON: Process execution based on CRON patterns

The main Schedulerfunctions are:

« Overview of the consisting schedules

- Creating/editing any number of execution points and intervals per process (schedule patterns,
repetitions and parameters)
Different execution options: once, startup, interval, CRON

3.3.6.1 Scheduler Functions

The Schedulercomponent provides several functions accessible via the action bar.

ACOH fro’cen ter  Monitoring Services User Management = Scheduler Administration License X4 Web App Management @ ‘ SP Admin
=] m Executions English v
= Once New Delete® Reload config Export | Import
v Startup Name Processdefinition v Type ! Execution time ! Active ! Validfrom ! Validuntil !
= Interval - Nightly Report e 1/1/Doku/ComplexReport.wr m Every 24 hours - start: 2016-11-17 23:50 n 2016-11-1723:50 | 2017-11-17 23:50 ..
= CRON Create Documentation x4db://1/Doku/Doku.wrf Once 2016-11-17 09:59 2016-11-17 09:59  2016-11-17 09:59
Final Report x4db://1/Doku/Generate_Final_Report.wrf Cron 0 * 12 LW NOV-DEC ? 2016-2016 B 2016-11-0101:00  2016-12-31 01:00
Cumulate Report x4db://1/Doku/Cumulate_Report.wrf Startup Every server start "4 2016-10-04 23:00  2017-06-30 23:00
’0«

0T W 140f4 % ¥

Name  |Nightly Report
Processdefinition  |x4db://1/Doku/ComplexReport.wrf
Type | Interval ¥
Active ¥
Interval | 24 ||Hours ¥
Start | 23:59 | 2016-11-17
Valid until | 23:59 | 2017-11-17
Parameter
Key Value
Add

Save Abort

Impressum
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New: create a new execution configuration

® please note: New and adjusted execution configurations will be created on the server
with Reload config or after a server restart.

Delete: delete a selected execution configuration

& Caution: The selected execution configuration will be deleted immediately after
clicking Delete.
This action can't be undone!

+ Reload config: Reload and provide execution configuration after editing
Export: Export execution configuration as XML file
Import: Import execution configuration with a certain XML structure

@ Execution configurations can be edited and changed in the detail view. The available options
depend on the particular execution type.

Input XML Structure for Processes

An X4 process started via the Scheduler has an input document with the following XML structure:

<Schedule jobId="Job-ID" jobName="Job name"
executionId="Execution configuration ID"
executionName="Execution configuration name">
<Parameters>
<Parameter name="Parameter name 1">Parameter value 1</Parameter>
<Parameter name="Parameter name n">Parameter value n</Parameter>
</Parameters>
</Schedule>

3.3.6.2 Scheduled Process Execution

For the scheduled execution of X4 processes, the following four options can be distinguished:

Unigue process execution

Process execution at server startup
Process execution at specified intervals
Process execution based on CRON patterns

Define a new Scheduled Process Execution

Ta define a scheduled process execution, proceed as follows:



X4 Administration Guide N4

1. Click New within the Scheduler interface.
The dialog for defining new scheduled executions will be opened.

Name

Processdefinition

Type Interval ¥

Active
Interval Seconds ¥
Start
Valid until
Parameter
Key Value
Add
Save Abort

2. Enter the execution's Name.
3. Make the desired configuration.

@ Forthe different configuration possibilities of the single execution types, see:

4. Click Save to save the scheduled execution.

Once

With the menu item Once you get an overview of all processes for which a unique execution has been
defined using the Scheduler.Execution configurations selected in the overview, can be edited or
changed at any time.

® please note: New and adjusted execution configurations will be created on the server
with Reload config or after a server restart.

Configuring Unique Executions

New configurations for unique executions can be created using the New button. Thereby, various
options and parameters are available. These are explained in the following.

Options
Name Arbitrary name for the execution
Process definition Absolute path to the process within the X4DB

Example: x4db://1/Project/Prozess.wrf
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Type Execution type
The following execution types are available:
« Once: Unique process execution
« Startup: Process execution at server startup

» Interval: Process execution at specified intervals
« CRON:Process execution based on Cron patterns

Active Enable execution
Possible values:

« true: Execution has been enabled
« false: Execution has been disabled

Start Starting time of the executionin the format hh:mm tt-mm-jjjj
Example: 10:00 07-10-2614
@ The start date must be set to the future.

Parameters

Under Parameter, you can define any number of parameters for the execution configuration.

Key Parameter name (any string, ideally NCName)
Value Optional parameter value
Add Add new parameter with the defined properties
W Delete parameter immediately without confirmation

Caution: This action can't be undone!

Startup

With the menu item Startup you get an overview of all processes for which an execution at server
startup has been defined using the Scheduler. Execution configurations selected in the overview, can
be edited or changed at any time.

® please note: New and adjusted execution configurations will be created on the server
with Reload config or after a server restart.

Configuring Startup Execution

New configurations for executions at server startup can be created using the New button. Thereby,
various options and parameters are available. These are explained in the following.

Options

Name Arbitrary name for the execution
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Process definition

Type

Active

Valid from

Valid until

Parameters

Absolute path to the process within the X4DB

Example: x4db://1/Project/Prozess.wrf

Execution type
The following execution types are available:
« Once: Unique process execution
« Startup:Process execution at server startup

 Interval: Process execution at specified intervals
« CRON: Process execution based on Cron patterns

Enable execution
Possible values:

« true: Execution has been enabled
« false: Execution has been disabled

Starting time of the execution in the format hh:mm tt-mm-j3j7jj
Example: 160:00 07-10-2014

@ The start date must be set to the future.

Ending time of the execution in the format hh:mm tt-mm-3jjjj
Example: 16:00 07-10-2014

@ The end date must be set to the future.

Under Parameter, you can define any number of parameters for the execution configuration.

Key

Value

Add
®

Interval

Parameter name (any string, ideally NCName)
Optional parameter value
Add new parameter with the defined properties

Delete parameter immediately without confirmation; Caution: This
action can't be undone!

With the menu item Interval you get an overview of all processes for which an execution interval has
been defined using the Scheduler. Execution configurations selected in the overview, can be edited

or changed at any time.

® Please note: New and adjusted execution configurations will be created on the server
with Reload config or after a server restart.
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Configuring Execution Intervals

New configurations for executions at a certain interval can be created using the New button.
Thereby, various options and parameters are available. These are explained in the following.

Options

Name Arbitrary name for the execution
Process definition Absolute path to the process within the X4DB

Example: x4db://1/Project/Prozess.wrf

Type Execution type
The following execution types are available:
« Once: Unique process execution
« Startup:Process execution at server startup

« Interval: Process execution at specified intervals
« CRON: Process execution based on Cron patterns

Active Enable execution
Possible values:

e true: Execution has been enabled
« false: Execution has been disabled

Interval Execution interval
Possible values:

« Seconds: Number of seconds (repeat each nt" second)
« Minutes: Number of minutes (repeat each n*" minute)
« Hours: Number of hours (repeat each nt" hour)

Start Starting time of the execution in the format hh:mm tt-mm-3jjjj
Example: 10:00 07-10-2614
@ The start date must be set to the future.

Valid until Ending time of the executionin the format hh:mm tt-mm-jjjj
Example: 16:00 07-10-2014
@ The end date must be set to the future.

Parameters

Under Parameter, you can define any number of parameters for the execution configuration.

Key Parameter name (any string, ideally NCName)
Value Optional parameter value
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Add Add new parameter with the defined properties
® Delete parameter immediately without confirmation

Caution: This action can't be undone!

CRON

Via menu item CRON you get access to an overview of all processes for which a Cron execution has
been defined using the Schedulercomponent.

You can edit execution schedules at any time by selecting them in the overview.

® Newand adjusted execution schedules will be created on the server with Reload config or
automatically after restarting the server.

Configuring Cron Patterns

New configurations for executions based on a Cron pattern can be created using the New button. The
following options and parameters are available.

Options

Name Name for the execution schedule
Process definition Absolute process path inside the X4DB

Example: x4db://1/Projekt/Prozess.wrf

Type Execution type
Available execution types:
« Once: One-time execution of a process
» Startup:Process execution on server startup

« Interval: Process execution based on specific intervals
« Cron:Process execution based on Cron expressions (see below)

Active Enable scheduled execution
Possible values:

« true: Scheduled execution is enabled
« false: Scheduled execution is disabled

Start Start time of the process execution in format hh:mm tt-mm-jjjj
Example: 16:00 07-10-2014

@ The start date must be set to the future.
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End End time of the process execution in format hh:mm tt-mm-3jjjj
Example: 160:00 07-10-2014

@ The end date must be set to the future.

Cron expression

When choosing execution type Cron, you can define a Cron expression for scheduled process
execution.

® More information on Cron patterns can be found under: http://www.quartz-scheduler.org/
documentation/quartz-2.1.x/tutorials/crontrigger.

Second Second within the minute to execute the process
Possible values:

« 1 .. 59:1st-59th second within a minute, e.g. 3for the 3rd
second
« *:each second
Allowed special characters:

« ,: Specify multiple values, e.q. 1,5, 7for the 1st, bth and 7th
second

» —:Period of time from...to, e.q. 5-7

- x: Eachsecond

« /:Increment seconds, e.q. 1/5if the process shall be executed

every 5 seconds beginning with the 15t second
Minute Minute within the hour to execute the process

Possible values:

e 1 .. 59:1st-59th minute within the hour, e.g. 3for the 3rd
minute
« x:each minute
Allowed special characters:

« ,: Specify multiple values, e.qg. 1,5, 7 forthe 1st, 5th and
7th minute
« —: Period of time from...to, e.q. 5-7
« x: Each minute
« /:Increment minutes, e.qg. 1/5if the process shall be executed

every 5 minutes beginning with the 15! minute


http://www.quartz-scheduler.org/documentation/quartz-2.1.x/tutorials/crontrigger
http://www.quartz-scheduler.org/documentation/quartz-2.1.x/tutorials/crontrigger
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Hour Hour within the day to execute the process
Possible values:

« 1 .. 23: Ist-23rd hour of the day, e.g. 3for the 3rd hour
« *:eachhour
Allowed special characters:

« ,: Specify multiple values, e.g. 1, 5, 7for the 1st, bth and 7th
hour

-: Period of time from...to, e.q. 5-7

« *: Each hour

« /:Increment hours, e.q. 1/5if the process shall be executed

every 5 hours beginning with the 15t hour

Day of month Day within the selected month to execute the process
i ] Only editable, if no Day of week has been selected.

Possible values:

« 1 .. 31:1st-31st day of the month, e.g. 3for the 3rd day
Values >28 will be ignored, if the actual number of days of the
respective month (e.g. February)is smaller than the specified
value.
« *: Each day
« L: Last day of month
« W: On working days (Monday-Friday)
If the specified day is not a working day, the process will be
executed on the next working day.

Allowed special characters:

» ,: Specify multiple values, e.q. 1, 5, 7 for the Ist, bth and 7th day
of the month

-: Period of time from...to, e.q. 1-15

- x: Eachday

» /:Increment days, e.qg. 1/5if the process should be executed

every 5 days, beginning with the 15t day of the month

» ?:Nodetermined value; This expression is set, if under Day of
week another value has been set.
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Month Month to execute the process

Possible values:

e 1 .. 12: 15412 month, e.g. 3for March
« JAN .. DEC: Months from January to December
« *x: Each month

Allowed special characters:

« ,: Specify multiple values, e.qg. 1,5, 7 for January, May and
July

« —: Period of time from...to, e.qg. JAN-JUL

« *x: Each month

« /:Increment months, e.q. 1/5if the process shall be executed
every 5 months beginning with the January

Day of week Day of the week to execute the process
i ) Only editable, if no Day of month has been selected.

Possible values:

e 1 .. 71507t day of week, whereby the counting begins with
Sunday, e.g. 3for Tuesday

+ SUN .. SAT: Days from Sunday to Saturday

« x: Each day of week

Allowed special characters:

» ,: Specify multiple values, e.qg. 1,5, 7 for Sunday, Thursday
and Saturday

» —:Period of time from...to, e.qg. SUN-TUE

« L: The last weekday of the month

« #:nih day of week within the month, e.qg. 6#3 for the third Friday of
the month
O itis currently not possible to specify multiple nth weekdays,
such as 6#3,5#2,7L.

Year Year to execute the process
Possible values:
e 1970 .. 2099: Year between 1970 and 2099

« x: Eachyear
Allowed special characters:

,: Specify multiple values, e.q. 2015, 2016, 2626
-: Period of time from...to, e.q. 2009-2066

« x: Eachyear

« /:Incrementyears, e.q. 2015/3if the process shall be
executed every 3 years beginning 2015

Parameters

In the Parameter section, you can define any number of parameters for the execution schedule.



X4 Administration Guide 122

Key Parameter name (any NCName string)
Value Optional parameter value
Add Add new parameter with the defined properties
¥ Deletes a parameter immediately without confirmation

Caution: This action cannot be reverted!

Example

A process with the executiontime ® x 12 LW MAR-OCT ? 2014-2020, is defied as follows and has
the following properties:

Cron expression Property
Second (0] Oth second
Minute * each minute, i. e. from the 15! to the 59"
Hour 12 12" hour
Day of month L last working day of the month
Month MAR-OCT from March to October
Day of week ? last working day of the week, see Cron expression
Day of month
Year 2014-2020 between 2014 and 2020

3.3.7 Administration

The Administrationinterface allows to access all management functions of the X4 ESB Server, which
are also available via JMX, using the Web interface of the X4 Control Center.

The main functions of the Administrationinterface are:

Activate and deactivate single services of the server
Activate and deactivate single or all processes
Manage process save points

Reset the X4 ESB Server cache

View and edit custom parameters
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3.3.7.1 Custom Placeholders

Custom placeholders managed within X4 Designer via the Custom Placeholder Storage Editor can be
viewed within the X4 Control Center's Administration interface, and edited, if required. The

node Custom Placeholders contains all already available placeholder groups. By selecting a
placeholder group, the placeholders within the group will be displayed as list. They can be edited ina
detail view, if required.

4C0ntr0lceﬂter Monitoring  Services User Management Scheduler | Administration License X4 Web App Management @ ‘

» Global Context Manager Y4Environment English ¥
» Pid Generator Name ; Value | Type i Full qualified name | v
s Quartz Scheduler MQChannel Dev String PARAM_X4Environment_MQChar
et st MQHost | 123.456.789.000 Sting | PARAM_X4Environment_MQHostl | |
n ReST Starter 5
MQPort 1415 Integer PARAM_X4Environment_MQPort
= Savepoint Management
n SAP JCo3 Starter
n TCP Starter
» UDP Starter 10 e & 13¢f3 # 9 ¢
» W52 Starter '
¥4 Management Name MQHost
B = Custom Placeholders Type String v
v Thresholds Value 123.456.789.000
X4Environment
Save

Impressum

Default Placeholder Groups

The following placeholder groups are available by default:

Placeholder Placeholder name Possible values Usage

group

X4BAM MonitoringDays « -1:notime Global time filter to limit the
restriction for the displayed process executions
display of process within the monitoring
executions interface

e positive 1integer:
time restrictionin
days for the display of
process executions
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Placeholder Placeholder name Possible values Usage
group
UserManagement CertificateAuthority any string: certificate Specifies the certificate

issuer, e.q. SoftProject  issuer

'ﬂ' This information is
displayed as certificate
metadata after its creation.

CertificateValidity —positive dinteger: certifi Specifiesthe certificate
cate validity in days validity in days

© Thisinformation s
displayed as certificate
metadata after its creation.

Editing Custom Placeholders

To edit a custom placeholder, proceed as follows:

1.

Select the desired placeholder group within the Navigator node Custom Placeholders.
An overview of the available placeholder within the group will be opened.
Select the placeholder to be edited or open it by double-click.
Make the required changes:
« If required, specify with String, Boolean, Integer, Decimal or Date a new placeholder
type
« If required, enter a new placeholder value
Click Save to save the changes.
The changes are now active and considered during process execution.

Assigning Users Permissions for Custom Placeholders

The User Management interface allows to assign permissions for custom placeholders to already
available users or to new users. They can be added both reading and writing permissions.

1.

W

Select an already existing user within the user management or create a new user via Create
User.

If required, edit the User Properties.

If required, assign an additional group to the user in Groups.

Assign an application-specific role via Roles. In this case for Custom Placeholders.

@ i you select Custom Placeholders within Application, only roles of this application
will be displayed.

Select the desires role(s) from the list of available roles and add them via Assign.
The following roles are already defined for custom placeholders by default:

+ X4 Custom Placeholders Read Data: Only read data for custom placeholders.

* X4 Custom Placeholders Write Data: Read and edit data for custom placeholders.
Click Save to save the user information.
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3.3.8 X4 Web App Management

3.3.8.1 Loggingin to X4 Web App Management

1. In X4 Designer click on Tools > X4 Web App Management.
The login screen of the X4 Web App Managements is displayed.

@ X4 Control Center

assword

B Remember me

2. Login with user name and password.
@ The default access data is user admin and password demo.

3. The access management of the X4 Web App Management will be opened.

@ X4 Contr0| Center i Web Apps [ System Apps zHeIIo, SP Admin :

+2  Add

Web App

Web Apps

My New Web App

N First name Last name Access rights
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® « Inder Komponente Web Apps werden alle im X4 Repository verfligbaren Web-
App-Projekte angezeigt. Hier lassen sich auch die im X4 Control Center
verflgbaren Benutzer und Gruppen den einzelnen Projekten zuweisen und mit

Zugriffsrechten ausstatten.
« Inder Komponente System Apps lassen sich bei Bedarf Zugriffsrechte flr die

System-Web-Apps vergeben.

3.3.8.2 Granting Access Rights to Users and User Groups

1. Select the web application for which you want to grant access rights.
The detail view displays already assigned users and user groups.
2. Click on Add to grant access rights to a user or user group.

® User
QO Group

.o
- R P——

=3 £

3. Specify whether the accessright are to be granted to a User or a Group.
4. Enter the name of the user or the group, to search for a specific user/group.

® Ifno useror group name is entered, all available users/groups will be displayed.
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5. Click Search to display the users/groups.
The available users/groups are displayed.

Add User / Group

Name First name Last name
= admin SP Admin
. Administrator Max Mustermann
2 StaffMember Brigitte Beispiel
2 Customer Andreas Custom

6. Select the user or user group to whom the access rights are to be granted.
7. Click Select.

The dialog for granting the access rights defined in the web app is opened.

Add User / Group

Access rights

f no rights are selected, login rights are automatically assigned

[ Administrator

[ Customer

[Ostaff

8. Select one or several access rights for the user/group.

& Note that the user can loginto the Web App even if no access rights have been
assigned.

9. Click Add.
Accessrights are granted for the user or the user group.

3.3.8.3 Editing Access Rights

1. Select the web application for which you want to edit access rights.
The detail view displays already assigned users and user groups.
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2. Select the user or group whose access rights are to be edited.
3. Click on Edit.
The already assigned access rights are displayed.

Manage access rights

@] Access rights

M4 Administrator
¥ Customer

Staff

4. Perform the desired changes and click Apply.
The changes are now applied.

3.3.8.4 Removing Access Rights

1. Select the web application for which you want to remove access rights.
The detail view displays already assigned users and user groups.

2. Select the user or group whose access rights are to be deleted.

3. Click on Remove.

4. Confirm the dialof for deleting access rights with Remove.
The access rights for the user or the user group are removed.

3.4 Providing Process Libraries

Process libraries provide an easy way to use process models for multiple users. They allow know-how
to be bundled, stored centrally and to be reused in a targeted manner.

To provide process libraries the following steps are required:

1. Installing the process library: Place the process library as ZIP or jar file
under Server\X4DB\X4modules.

2. Configuring and providing the process library: Configure and provide the process library on the
Server via the file modules.xml(Server\X4DB\X4modules\).
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Sample configuration via the modules.xml

<?xml version="1.0" encoding="UTF-8"7?>
<modules>
<global project="MyFirstLibrary" jar="MyFirstLibrary.zip"/>
<local userId="1" project="MySecondLibrary" jar="MyFirstLibrary.jar"/>

</modules>
Explanation:
Element Description
global The library is provided globally and thus available for all users
local The library is provided locally and thus available only for a certain
user
userId User who can access the library
project Project name; The project name must correspond to the project

name of the process library.

jar Reference to the ZIP or jar file of the process library
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4 High Availability

In systems with high workloads or critical services, high availability is an important part of the system
landscape. With X4 Suite, there are several scenarios for implementing high availability.

Basically, three different use cases are described: load balancing, fail over and high availability with
planned process executions.

With high availability, data integrity often plays a role and must therefore be guaranteed. Thus, it is
important to consider the database in the system landscape.

The load balancer is an external system component that must be set up based on the environment. It
receives the external requests and forwards them to the corresponding X4 Server instance. This
makes external callers independent of the underlying system landscape and allows extensions to be
made without having to perform changes on client side.

4.1  Load Balancing

In the case of load balancing, the problem is caused by many simultaneous requests and their
processing. More requests are to be processed simultaneously by connecting several X4 Server
instances behind a load balancing system, thus achieving higher computing power. This enables a
high demand-driven scalability. However, it must be ensured that the shared data of the X4 systems is
known to all systems. Therefore, there are different scenarios depending on the application.

4.1.1  Scenario - Few Mainly Reading Database Accesses

If the processes contain mainly calculations or additional services are addressed, a load distribution
can be realized over several X4 Servers, each of them managing its system database, and another
database containing the shared data. Here, two expansion stages can be distinguished.
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4.1.1.1 Simple - Direct database access

Load Balancer

X4 X4
Server Sewer
System System
DB DB
Shared
DB

Figure: Direct database access

Access to the shared data can be managed directly via the database'access layer. This is the simplest
solution to the problem and a good solution for small systems since the database itself cannot be
easily decoupled.
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4.1.1.2 Complex - Shared access via an X4 instance

Load Balancer
|

v v
X4 X4
Server Server

System System
DB DB

System Shared
DB DB

Figure: Shared database access via an X4 instance

If the database should be decoupled, it is a good idea to insert a service layer between the database
and the X4 Servers. It encapsulates the common database and thus makes the data storage layer
exchangeable. Thisis important for larger systems in order to better guarantee maintainability,

testability and integrity.
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4.1.2  Scenario - Shares Access via Message Queue

Load Balancer

e.g. Docker l i e.g. Docker
X4 X4
Server Server -
DB DB
I] Message Queue
X4
Server

System
DB

Figure: Shared database access via Message Queue

>
Shared

Another possibility to decouple the database is via a middleware. This is recommended for critical
applications where no messages may be lost between the X4 Servers and the X4 Server of the shared
database. The middleware ensures that messages are kept persistent until they have been processed

by the recipient.

4.2  Fail Over

In contrast to load balancing, fail over operation requires that the system is accessible at all times.
However, usually only one server is primarily used for requests. If this server fails, the second server
is used and the end user does not notice the failure.

A keep-alive service ensures that the load distributor is notified if a system failure occurs. This allows
to immediately switch over to the second server.
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4.2.1  Scenario - A Single Exclusive Database

— Load Balancer —
. [ Failure Main Keep Alive
Keep Alive l ! Service
Service Y
X4 Server X4 Server
Main Fail Over

?

Shared System
DB DB

Figure: A single database with exclusive access

The simplest system contains two X4 Server instances that can receive both requests. A single
database is used for both servers. Thus, for data integrity it is important that only one of the two
servers has access to the database at a time.

Scheduled services can be implemented using an external scheduler or a logical lock on a table of the
shared database Shared DB.



X4 Administration Guide 135

4.2.2  Scenario - System Database per X4 Server

Load Balancer e
Failure Main
i
Keep Alive i v Keep Alive
Service Service
X4 X4
Server Server
> . e - -+
System System
DB DB
Shared
DB

Figure: Separate system databases

If load balancing and fail over are to be provided through the system structure, each X4 Server
requires its own system database. This allows each X4 Server to respond to requests. If only ail over is
to be ensured, all requests are redirected to only one of the two X4 Servers.

Scheduled services can be implemented using an external scheduler or alogical lock on a table of the
shared database Shared DB.

4.3  Load Balancing via Scheduler

If, in addition to load balancing, processes are to be started automatically via a scheduler, it must be
ensured that execution is not triggered multiple times.
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4.3.1  Scenario - Dedicated X4 Server for Scheduling

Load Balancer

|
[ ﬂ Scheduled Services

[ l |

X4 X4 ! X4
Server Server Server
|
|
(3 Y 3
System System System
DB DB | DB

< |
Shared |
DB

Figure: Dedicated Scheduler X4 Server

If scheduling should take place independently of the current load distribution, a dedicated X4 Server
is set up containing only the automatically started processes. This X4 Server instance has the
possibility to notifying the other X4 Systems via the shared database. As described in the section

Scenario - Shared Access via Message Queue, it is also possible to exchange messages with the
shared database via a message queue.
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4.3.2  Scenario - 0ne Server Responsible for Scheduling

Load Balancer

X

v

X4 Server 1

n Scheduled Services 1

Project A
Project B
Project C

v

X4 Server 2

System
DB

Figure: Planned processes in X4 project

Shared
DB

Project C

System
DB

If no additional X4 Server instance should be used for the automatic execution of processes, a
separate project within the X4 projects can be used for these processes. This project is then installed
exclusively on one of the two X4 Servers. This ensures that only this server instance executes the

processes.
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4.3.3 Scenario - External Scheduler

Load Balancer

3
¥ v

External X4 Server 1 X4 Server 2
Scheduler < o O )
6 -— -— -
- QD do_J‘ 8 < > 8
gl|¢g| o 9
o||la| o o

System System

Shared
DB

Figure: Planned processes via external scheduler service

In addition to the scheduler included in the X4 Server, an external service can also start processes

automatically. This service addresses the processes to be executed directly on the server on which
project Ais installed.
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5 Operation Scenarios

The X4 Suite can be operated in different ways. Basically, the following five operating scenarios can
be distinguished:

5.1 Operating Scenario 1

Architecture:

« The single X4 Designer installations are each located on a client.
« The X4 Server, the X4 System database, and the X4 Repository are located on the same server

Advantages and disadvantages:

» Suitable for smaller environments and individual production servers
» Easy toinstall, to maintain and to backup
» Limited scalability

Operating Scenario 1

Desktop PC Server
+ B | T T T T T T T 1 _._"_.O_r
I L
|
X4 Designer I o SEE
|
|

Desktop PC
X4 System Database

X4 Designer X4 Process Repository

b.2  Operating Scenario 2

Architecture:

« The single X4 Designer installations are each located on a client.
« The X4 System database is located on its own database server.
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« X4 Server and the X4 Repository are located on the same server.

Advantages and disadvantages:

« Suitable for larger environments

« Expandable for failover cluster situations

« Increased scalability

« More complex installation, maintenance and backup

Operating Scenario 2

Desktop PC Server
- f—
= I ,
| . (—
I
X4 Designer | : X4 System Database
I |
I |
I |
: | Server
e e e ——
| |
| I o T+
1 1 - >
| I =
I 1 B
| | =
|
Desktop PC : o _ X4 Server
|
|
4 | ﬁ
e d® [ |
X4 Designer X4 Process Repaository

.5 Operating Scenario 3

Architecture:

« The X4 Designerislocated on a serverin the data center.

« The X4 System database is located on its own server in the data center.

« X4 Server and the X4 Repository are located on the same server in the data center.
« Individual users access the software remotely from their workstations.

Advantages and disadvantages:

« Suitable for larger environments
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- Suitable for environments where users do not have a fixed workstation (e.g. thin clients only) or
need to change their work environment (e.g. many people share the same workstation or work
from remote locations via narrowband networks)

- Expandable for failover cluster situations

« Increased scalability

« Complexinstallation, maintenance and backup

Operating Scenario 3

Deskiop PC Server Server
wef 0 | OO TT T [CEENS| === rP===
Bo 1 [ | —_—
: —— : 1 ‘
1
Remote Desktop : X4 Designer I 1 X4 System Database
1
| | L
| 1 -
1 . 1
_________________ - Server
I I
1 1 — i
" 1 -
| 1 W
| | ) Lo
| |
Desktop PC 1 1 X4 Server
P e
|
| ﬁ
1
Remote Desktop X4 Process Repository
Workplace Data Center

5.4  Operating Scenario 4

Architecture:

The single X4 Designer installations are each located on a client.

The X4 System database is located on its own database server and provided as container in
Kubernetes.

« The X4 Server is provided as container in Kubernetes.

- The X4 repository is located on a storage network (SAN).

Advantages and disadvantages:

- Suitable for use in the largest environments (scaling up and down on the fly)

- Best approach for distributed systems (hybrid cloud etc.)

« Maximum scalability

« Complexinstallation and maintenance, requires professional backup concepts



X4 Administration Guide 142

Operating Scenario 4

Desktop PC
£ e ——— , Server
I
I
X4 Designer : ﬂ
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Desktop PC I X4 Process Repository
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X4 System
Database
X4 Designer
Workplace Data Center

.5  Operating Scenario 4

Architecture:

« X4 Designer, X4 Server, the X4 System Database, and the X4 Repository are located on one
client (Single Plan Development System).
« Versioning takes place in the data center via a version control system.

Advantages and disadvantages:

» Local development scenario

« Eachuser has acomplete environment on his machine

« Allows to build a staging architecture

« The use of a version management system (VCS such as GIT)is required for collaboration.

« Enables easy development since there is no common environment, but makes collaboration
more difficult because the integration is complex.
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Operating Scenario 5
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